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In compliance with the State and Federal Constitutions, the Illinois Human Rights Act, the U.S. Civil Rights Act, and Section 504 of the Federal Rehabilitation Act, the State of Illinois does not discriminate in employment, contracts, or any other activity.
The State of Illinois encourages prospective vendors to consider hiring qualified veterans and Illinois residents discharged from any Illinois adult correctional center, in appropriate circumstances.
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Western Illinois University (“University” or “WIU”) requests proposals from responsible vendors to meet its needs for IT Security Services.  A brief description is set forth below, with detailed requirements in subsequent sections of this solicitation.  If you are interested and able to meet these requirements, the University appreciates and welcomes a response.


Brief Description:

This request for proposal (hereinafter referred to as the “RFP”) is issued by Western Illinois University (hereinafter referred to as “WIU”) for soliciting proposals from bona fide, qualified contractors who are an experienced technology security firm and interested in providing assistance in establishing the structure of activities related to enhance IT security on the University’s two campuses.  Western Illinois University’s goal is to provide a secure environment for conducting University business while fostering collaboration and sharing that is required in a higher education environment.

  
   









Please read the entire solicitation package and submit your response in accordance with the instructions.  All forms and signature areas contained in the solicitation package must be completed in full and submitted as part of your response.  To provide uniformity, all information submitted must clearly refer to the page number, section or other identifying reference in this solicitation.  All information submitted must be noted in the same sequence as its appearance in the solicitation document.

Western Illinois University
Request for Proposal

IT Security Services
R251421




If a subcontractor or supplier is needed to fulfill contract requirements, please consider using a small or disadvantaged business.  The State’s policy is to promote small businesses, including those owned by Veterans, businesses owned and controlled by minorities, females, and persons with disabilities, and sheltered workshops for the severely disabled.  We encourage the use of these companies on State contracts and in your commercial activities.  Please visit www2.illinois.gov/cpo/pages/preferences for more information regarding these programs.


In compliance with the State and Federal Constitutions, the Illinois Human Rights Act, the U.S. Civil Rights Act, and Section 504 of the Federal Rehabilitation Act, the State of Illinois does not discriminate in employment, contracts, or any other activity.
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[bookmark: _Toc407026852]A.	Instructions for Submitting Offers

[bookmark: _Toc407026853]A.1	Responding to the Solicitation:  Follow these instructions carefully.  Provide your detailed response to each item requested.  If the information requested does not apply to the Vendor’s situation, then enter “N/A”.

[bookmark: _Toc407026854]A.2	Published Procurement Information: The University publishes procurement information, including updates, on the Illinois Public Higher Education Procurement Bulletin (http://www.procure.stateuniv.state.il.us) (“Bulletin”).  Official solicitation documents are found or referenced on this website.  Procurement information may not be available in any other form or location.  Vendor is responsible for monitoring the Bulletin.  The University will not be held responsible if Vendor fails to receive the optional e-mail notices.

[bookmark: _Toc407026855]A.3	Solicitation Contact: The individual listed below shall be the single point of contact for this solicitation. Unless otherwise directed, do not discuss this solicitation, directly or indirectly, with any University employee other than the Solicitation Contact.  Suspected errors in the solicitation should be immediately reported to the Solicitation Contact.  The University shall not be held responsible for information provided by any person other than the Solicitation Contact.  Only information provided in writing shall be binding on the University.

	Solicitation Contact:  Lora Lidaywa
	Phone:  309-298-1819

	University Name:  Western Illinois University
	Fax:  309-298-1927

	Street Address:  1 University Circle
	TDD:  

	City, State Zip:  Macomb, IL 61455
	Email:  LJ-Lidaywa@wiu.edu



[bookmark: _Toc407026856]A.4	Vendor Questions / University Responses: All questions / concerns regarding this solicitation, including specifications, other than those raised at any conference held regarding this solicitation, must be in written form and submitted to the Solicitation Contact no later than 4:30 pm CST on Wednesday, April 8, 2015.  Questions received and University responses may be posted as an addendum to the original solicitation on the Bulletin; only these written responses to questions shall be binding on the University.  Vendors are responsible for monitoring the Bulletin for addenda and other updates.

[bookmark: _Toc407026857][bookmark: Check1]A.5	Pre-Proposal Meeting and/or Site Visits:   |X|Yes    |_|No		
[bookmark: Check4]  Mandatory Attendance:   |_| Yes     |X|No   (see exceptions below)

Date:  	April 6, 2015		Time: 	2:00 PM local time  
Location:   WIU’s Malpass Library, 6th Floor - Mary Lou Kent Room, Macomb, IL	

1. Additional Information:  
1.1 IMPORTANT EXCEPTION:  If the Vendor proposes one or more of the following services requested in the Statement of Work of this RFP, the Proposer’s participation in a mandatory site visit is required. 
1.2 Services that require participation in a site visit meeting are:
· 1B: Information Security Assessment
· 1C:  Penetration Testing
· II:  Monitoring Services
1.3 Specific information regarding the network will be presented at that time and it will not be posted elsewhere at any time.

		It is preferred that vendors attend the pre-proposal meeting in person.  If a vendor is not able to attend, 			they can join by teleconference.  The call-in phone number is 309-298-3682. Please do not call in 			prior to 1:55 pm CST.

If attendance is mandatory, Vendor (including incumbent) will be considered non-responsive and disqualified if Vendor does not attend, arrives after the meeting is called to order, leaves early or fails to sign the attendance sheet.    

WIU may require the Proposer’s representative(s) in attendance to show proof of employment with the firm in advance of the pre-proposal meeting/site visit. Examples of acceptable proof of employment include an ID badge or letter from the firm’s Owner/President on company letterhead.  Participants in the pre-proposal meeting/site visit will be required to sign a nondisclosure agreement (NDA).

If awarded a contract by WIU for part or all of the services in this RFP, WIU may require the Proposer to supply proof of a background check conducted by the Proposer for employees for certain services that are provided to WIU.


[bookmark: _Toc407026858]A.6	Due Date, Time, Address, and Requirements for Submission of Responses:  Responses will be opened at the “Submit/Deliver To” address provided below at the specified Due Date and Time.

A.6.1	Due Date:  	April 16, 2015			Time:      2:00 PM local time


A.6.2	Submit/Deliver Responses To:			Label (outside of envelopes/containers):
	University:  Western Illinois University
	Sealed Response – DO NOT OPEN

	Attn:  Lora Lidaywa
	Project Title:  IT Security Services

	Address:  1 University Circle, Sherman Hall 227
	Reference #:  R251421

	City, State Zip:  Macomb, IL 61455
	Due Date & Time: April 16, 2015 at 2:00PM CST

	
	Vendor Name

	
	Vendor Address




[bookmark: _Toc407026859]A.7	Requirements for Submission of Responses:  The Response must be submitted in separately sealed packets as indicated below and clearly labeled with the Request for Proposal title, the packet number, the Vendor’s name and the wording: “Sealed Response – Do Not Open.”  The separately sealed packets may be submitted together in one mailing / shipping box or may be submitted separately in individual / shipping boxes.  Do not put the entire Response on one CD or USB.  Pricing must be on a separate CD or USB and sealed in the Pricing packet.

Packet 1 shall contain the Vendor’s response to the Specifications/Qualifications/Statement of Work and all other non-pricing related information requested, including but not limited to the Offer Letter and Attachments.

Packet 2 shall ONLY include Vendor’s Pricing Offer provided in Section 2.  DO NOT INCLUDE ANYTHING EXCEPT PRICING IN PACKET 2.


	Subject Matter
	# of Originals
	#  of Hard Copies
	# of CDs or Other Electronic Media

	Packet 1
Specifications/Qualifications/Statement of Work & Required Forms 
	1
	1
	9

	Packet 2
Pricing 
	1
	1
	2



A.8	Late Submission:  Responses submitted late will not be considered.  The Vendor is responsible for ensuring that their response is received at the time, date, and place specified.  All times are State of Illinois local times.  Responses received after the specified date and time may be returned at the Vendor’s request and expense.

A.9	Response Firm Time:  The response must remain firm for 180 days from the opening date.

[bookmark: _Toc407026860]A.10	Security:  (Not Applicable) |_| Bid Bond <$ or %>     |_| Performance Bond <$ or %>  If a bid bond is required, Vendor must submit the bond with the response.  If a performance bond is required, Vendor must submit the bond to the Solicitation Contact within 10 days after award.  The bond must be from a surety licensed to do business in Illinois.  The University will accept a certified check in lieu of the bond.

[bookmark: _Toc407026861][bookmark: Check5]A.11	Small Business Set-Aside:  |_| Yes   |X|No.  If “yes” is marked, Vendors must be qualified as a small business at the time the response is due in order to be evaluated. (30 ILCS 500/45-45)

[bookmark: _Toc407026862]A.12	Minorities, Females and Persons with Disabilities Participation and Utilization Plan:
|_| Yes     |X| No    If “yes” is marked, this solicitation contains a goal of 	  NA	% to include businesses owned and controlled by minorities, females and persons with disabilities in the State’s procurement and contracting / subcontracting processes.  All questions regarding any subcontracting goal must be directed to the Solicitation Contact.  Failure to submit a Utilization Plan as instructed, if required, may render the response non-responsive.

If a BEP goal is identified, you must complete and attach the BEP Utilization Plan which can be found at:  http://www2.illinois.gov/cpo/HigherEd/Documents/BEP%20Utilization%20Plan%20v.14.1.pdf.

	Go to http://www2.illinois.gov/cms/business/sell2/bep/Pages/default.aspx for complete requirements for BEP certification.

[bookmark: _Toc402354973][bookmark: _Toc402433573][bookmark: _Toc407026863]A.13	Veteran-Owned Small Business Participation and Utilization Plan:
[bookmark: Check2]|_| Yes    |X| No    If “yes” is marked, this solicitation contains a goal of 	NA	% to include businesses owned and controlled by military Veterans in the State’s procurement and contracting processes.  All questions regarding the subcontracting goal must be directed to the Solicitation Contact prior to submission of proposals.  Failure to submit a Utilization Plan as instructed, if required, may render the response non-responsive.

If a Veteran’s goal is identified, you must complete and attach the Utilization Plan which can be found at:  http://www2.illinois.gov/cpo/HigherEd/Documents/Veteran%20Small%20Business%20Utilization%20Plan%20v.14.1.pdf.

Go to (http://www2.illinois.gov/cms/business/sell2/Pages/VeteranownedBusinesses.aspx) for complete requirements for VOSB or SDVOSB certification.

[bookmark: _Toc407026864]A.14	Employment Tax Credit:  The State of Illinois encourages prospective Vendors to consider hiring qualified Veterans and Illinois residents discharged from any Illinois adult correctional center, in appropriate circumstances.  If you hire qualified Veterans and / or certain ex-offenders, you may be eligible for tax credits. (30 ILCS 500/45-67 & 45-70)  Please contact the Illinois Department of Revenue (217-524-4772) for information about tax credits.

[bookmark: _Toc407026865]A.15	Governing Law and Forum:  Illinois law and rule govern this solicitation and any resulting contract.  Vendor must bring any action relating to this solicitation or any resulting contract in the appropriate court in Illinois.  This document contains statutory references designated with “ILCS”.  This refers to the Illinois Compiled Statutes.  The Illinois Procurement Code (30 ILCS 500) and the Higher Education Standard Procurement Rules (44 Ill. Admin. 4) are applicable to this solicitation.

[bookmark: _Toc360440523][bookmark: _Toc407026866]A.16	Public Records and Requests for Confidential Treatment:  Responses to the solicitation become the property of the University.  All responses will be open to the public under the Illinois Freedom of Information Act (FOIA) (5 ILCS 140) and other applicable laws and rules.  However, we will consider requests for confidential treatment under FOIA.  A request for confidential treatment will not supersede the University’s legal obligations under FOIA.  The University will not honor requests to keep entire responses confidential.  Vendors must show the specific grounds in FOIA or other law or Rule that support application of confidential treatment.  Regardless, the University will disclose the successful Vendor’s name, the substance of the response and the price.  If Vendor requests confidential treatment, Vendor must submit an additional copy of the response with the proposed confidential information redacted.  This redacted copy must tell the general nature of the material removed, and shall retain as much of the original response as possible.  In Section 9 of the Response, Vendor shall list the provisions, identified by section number, for which it seeks confidential treatment and identify the statutory basis under Illinois or other applicable law and include a detailed justification for exempting the information from public disclosure.  Vendor will hold harmless and indemnify the University for all costs or damages associated with the University honoring Vendor’s request for confidential treatment.  Vendor agrees the University may copy the response to facilitate evaluation, or to respond to requests for public records.  Vendor warrants that such copying will not violate the rights of any third party.

[bookmark: _Toc407026867]A.17	Reservations:  Vendor must read and understand the solicitation and tailor the response and all activities to ensure compliance.  The University reserves the right to amend the solicitation; reject any or all responses; award by item, group of items, or grand total; and waive minor defects.  The University may request a clarification, inspect Vendor’s premises, interview staff, request a presentation, or otherwise verify the contents of the response, including information about subcontractors and suppliers.  The University may request best and final offers when appropriate.  The University will make all decisions on compliance, evaluation, terms and conditions, and shall make decisions in the best interests of the University and in accordance with the Illinois Procurement Code, Rules and other applicable state and federal statutes and regulations.  Failure to comply with requests for information or cooperate may result in the response being deemed non-responsive to the solicitation.  Submitting a response does not entitle a Vendor to an award or contract.  Posting Vendor’s name in a Bulletin notice does not entitle Vendor to a contract.  The University is not responsible for and will not pay any costs associated with the preparation and submission of any solicitation response.  Awarded Vendor(s) shall not commence, and will not be paid for, any billable work prior to the date all parties execute the contract or the date of receipt of an executed purchase order.

A.18	“Prohibited Bidder”:  No person or business who contracts with a State agency to write specifications or submitted unsolicited specifications to meet this procurement need shall submit a bid or proposal or receive a contract for this procurement. (30 ILCS 500/50-10.5)  If you are unsure of your eligibility to submit a response, contact the solicitation contact.

[bookmark: _Toc407026868]A.19	Protest Review Office:  Vendor may submit a written protest to the Protest Review Office following the requirements of the Higher Education Standard Procurement Rules. (44 Ill. Admin. Code 4.5550)  For protests related to the solicitation, including specifications, the Protest Review Office must physically receive the protest no later than 14 days after the solicitation or related addendum was posted to the Bulletin.  For protests related to rejection of individual responses, or of awards, the protest must be received by close of business no later than 14 days after the protesting party knows or should have known of the facts giving rise to the protest, or posting to the Bulletin, whichever is earlier.  The Protest Review Office’s information is as follows:

		Chief Procurement Office for Higher Education
		Attn:  Protest Review Office
		513 Stratton Office Building
		401 South Spring Street
		Springfield, IL  62706
Email: EEC.CPOHE@illinois.gov
[bookmark: _Toc407026869]
Evaluation Process
	The University desires a single vendor who will perform all five major tasks. However, the university reserves the 	right to 	contract with two or more vendors to provide the needed services. The University’s goal is to have the 	lowest cost with the fewest number of providers.

B.1	Evaluation: The University evaluates three categories of information: responsiveness, responsibility, and price.  The University will consider the information provided in the response and the quality of that information when evaluating responses.  If the University finds a failure or deficiency, the University may reject the response or reflect the failure or deficiency in the evaluation as appropriate.

The University will determine how well responses meet the Responsiveness requirements.  They will rank responses, without consideration of Price, from best to least qualified using a point ranking system (unless otherwise specified) as an aid in conducting the evaluation.  Vendors who fail to meet minimum requirements or who receive fewer than the minimum required points will not be considered for Price evaluation and award.  The maximum number of points possible for each service task is 450 (Responsiveness <320 pts> + Price <130 pts>).

B.1.1	Responsiveness:  A Vendor is considered responsive when they have submitted a response that conforms in all material respects to the solicitation and includes all required forms and signatures.

B.1.1.1	The University will determine whether the response complied with the instructions and other administrative requirements for submitting responses.  Except for late submissions, and other requirements that by law must be part of the submission, the University may require that a Vendor correct deficiencies as a condition of further evaluation.

B.1.1.2	The University will determine whether the response meets the stated requirements.  Minor differences or deviations that have negligible impact on the suitability of the supply or service to meet the University’s needs may be accepted or corrections allowed.

B.1.1.3	When the specification calls for “Brand Name or Equal”, the brand name product is acceptable.  Other products will be considered with proof the other product meets stated specifications and is equivalent to the brand product in terms of quality, performance and desired characteristics.

B.1.1.4	The charts below show the elements of Responsiveness in point format and the maximum number of points available for each element.  The total number of points available for Responsiveness for each service task is 320 points.    Vendors who do not receive 160 Responsiveness points in any of the service tasks need not be considered for Price evaluation and award.

	A.  Responsiveness/Technical Elements
	Maximum # of Points Possible

	Contract Experience
	15

	Related Applicable Work
	15

	Company History
	15

	Assigned Team
	15

	Project Schedule/Timeline
	15

	Approach & Methodology
	15

	Deliverables
	15

	Innovative Concepts
	15



				
	B.  Individual Task/Technical Elements
	Maximum # of Points Possible

	Information Security Framework, Security Assessment, and Penetration Testing
	200

	Monitoring Services
	200

	PCI Compliance	
	200

	Security Awareness Training
	200

	Incident Response, Forensics, Zero Day
	200


	
				
	C. = Total Technical per Individual Task
       (A+B)
	Maximum # of Points Possible

	Information Security Framework, Security Assessment, and Penetration Testing
	320

	Monitoring Services
	320

	PCI Compliance	
	320

	Security Awareness Training
	320

	Incident Response, Forensics, Zero Day
	320



[bookmark: _Toc407026870]
B.2	Responsibility:  A Vendor is considered responsible when it has the capability in all respects to fully perform the contract requirements and have the integrity and reliability that will assure good faith performance.  The University will determine whether the University can or should do business with a Vendor.  The University may consider factors including, but not limited to political contributions, certifications, conflict of interest, financial disclosures, past performance in business or industry, references (including those found outside the solicitation), compliance with applicable laws, financial responsibility, insurability, equal opportunity compliance, payment of prevailing wages if required by law, capacity to produce or sources of supply, ability to provide required maintenance service or other matters relating to the Vendor’s probable ability to deliver in the quality and quantity within the time and price as specified in the solicitation.

B.3	Price:  The total number of points for Price is 130 per Individual Task.  

	Price per Individual Task: 
			Information Security Framework, Security Assessment, 	
			     and Penetration Testing				130
			Monitoring Services					130
			PCI Compliance						130
			Security Awareness Training				130
				Incident Response, Forensics, Zero Day			130

	
	The University will determine Price points using the following formula:

	Maximum Price Points X (Lowest Price / Vendor’s Price) = Total Price Points

Each Offeror will receive a Total Score for each service task offered as follows:

Total Technical Points per Individual Task (B.1.1.4 (C)) + Price per Individual Task (B.3)= Total Score per     Task

	If the University does not consider the Price to be fair and reasonable, and negotiations fail to establish an acceptable Price, the University reserves the right to award to the next most qualified vendor with whom the university can negotiate a fair and reasonable price or cancel the solicitation and take appropriate action to meet the needs of the University.  The University will determine whether the Price is fair and reasonable by considering the Price proposed, the Vendor’s qualifications, the Vendor’s reputation, all prices submitted, other known prices, the project budget and other relevant factors.


[bookmark: _Toc407026871]B.4	Award:  The University is not obligated to award a contract pursuant to this solicitation.  If the University issues an award, the award shall be made to the responsible vendor whose proposal is determined in writing to be the most advantageous to the University, taking into consideration the evaluation factors set forth in this solicitation and price. The University reserves the right to award to multiple vendors by individual service task or bundle of tasks to meet the University’s security service needs.

B.4.1	The University will post a notice to the Bulletin identifying the most responsive and responsible vendor.  Awards are not final until all protests are resolved.  The notice extends the response firm time until the parties sign a contract or determine not to sign a contract.  If negotiations do not result in an acceptable agreement, the University shall reject the response and may begin negotiations with another vendor.

B.4.2	Awarded Vendors must, at all times including during any resulting contract, have financial resources sufficient, in the opinion of the University, to ensure performance of the contract.  Vendor must provide proof upon request.  The University may require a performance bond if, in the opinion of the University, it will ensure performance of the contract.  The University may terminate the contract if the Vendor lacks the financial resources to perform under the contract.




End of Instructions
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[bookmark: _Toc407026872]Vendor’s Offer

Project Title / Reference #:  R251421 – IT Security Services

The undersigned authorized representative of the identified Vendor hereby submits this offer to perform in full compliance with the subject solicitation.  By completing and signing this form, we are making an offer to the University that the University may accept.

We have marked each blank below as appropriate and have used N/A when a section is not applicable to this solicitation or our response.  We understand that failure to meet all requirements may be cause for disqualification.

1.	Solicitation and Contract Review:  We have reviewed the Request for Proposal, including all referenced documents and instructions, completed all blanks, provided all required information, and demonstrated how we will meet the requirements of the University.
[bookmark: Check7][bookmark: Check8]|_| Yes    |_| No

2.	Addenda:  We acknowledge receipt of any and all addendums to the solicitation and have taken those into account in making this Offer.
[bookmark: Check9][bookmark: Check10][bookmark: Check11]|_| Yes    |_| No    |_| N/A

3.	Vendor Conference:  We attended the mandatory Vendor Conference.
|_| Yes    |_| No    |_| N/A

4.	Offer Submission:  We are submitting the correct number of copies, in a properly labeled container(s), addressed to the correct location.
|_| Yes    |_| No

5.	Security: We are submitting our Performance Bond.
|_| Yes    |_| No    |_| N/A

6.	We have enclosed the completed items as shown below:

Packet 1
Required Technical Qualifications and Submittals			   Section 1.6		|_| Yes    |_| No
Subcontracting Disclosed						   Section 1.7		|_| Yes    |_| No    |_| N/A
[bookmark: _GoBack]Where Services Are to Be Performed				   Section 1.8		|_| Yes    |_| No    |_| N/A
Standard Terms and Conditions					   Attachment AA		|_| Yes    |_| No
Supplemental Provisions						   Attachment BB		|_| Yes    |_| No
Certifications							   Attachment CC		|_| Yes    |_| No
State Board of Elections Registration				   Attachment CC, #30	|_| Yes    |_| No    |_| N/A
Disclosure of Business in Iran					   Attachment CC, #31	|_| Yes    |_| No
Authorization to do Business in Illinois				   Attachment CC, #32	|_| Yes    |_| No    |_| N/A
Subcontractor Information					   Attachment DD		|_| Yes    |_| No    |_| N/A
Vendor Exceptions						   Attachment EE		|_| Yes    |_| No
Vendor Confidential Information, including redacted copy of proposal	   Attachment EE		|_| Yes    |_| No    |_| N/A
Illinois Department of Human Rights Public Contracts Number		   Attachment FF		|_| Yes    |_| No    |_| N/A
Business Directory Information					   Attachment GG		|_| Yes    |_| No
References							   Attachment HH		|_| Yes    |_| No    |_| N/A
Financial Disclosures and Conflicts of Interest (signed)		   Attachment II		|_| Yes    |_| No
Taxpayer Identification Number					   Attachment JJ		|_| Yes    |_| No
Sample Non-Disclosure Agreement				                   Attachment KK		|_| Yes    |_| No    |_| N/A
	
Packet 2
Pricing in a separately sealed envelope or container:			   Section 2		|_| Yes    |_| No


7.	Preferences/Special Programs:  The Illinois Procurement Code provides various preferences and special programs to promote business opportunities in Illinois.  We believe we are eligible for the preferences or special programs identified below and have checked each that applies to this offer.  We understand that the University reserves the right to make a final determination regarding whether the preference or special program applies to us.

[bookmark: Check12]|_| Resident Vendor (30 ILCS 500/45-10).
[bookmark: Check13]|_| Soybean Oil-Based Ink (30 ILCS 500/45-15).
[bookmark: Check14]|_| Recycled Materials (30 ILCS 500/45-20).
[bookmark: Check15]|_| Recycled Paper (30 ILCS 500/45-25).
[bookmark: Check16]|_| Environmentally Preferable Supplies (30 ILCS 500/45-26).
[bookmark: Check17]|_| Correctional Industries (30 ILCS 500/45-30).
[bookmark: Check18]|_| Sheltered Workshops for the Severely Handicapped (30 ILCS 500/45-35).
[bookmark: Check19]|_| Gas Mileage (30 ILCS 500/45-40).
[bookmark: Check20]|_| Small Businesses (30 ILCS 500/45-45).
[bookmark: Check21]|_| Illinois Agricultural Products (30 ILCS 500/45-50).
[bookmark: Check22]|_| Corn-Based Plastics (30 ILCS 500/45-55).
[bookmark: Check23]|_| Disabled Veterans (30 ILCS 500/45-57).
[bookmark: Check24]|_| Vehicles Powered by Agricultural Commodity-Based Fuel (30 ILCS 500/45-60)
[bookmark: Check25]|_| Biobased Products (30 ILCS 500/45-75).
[bookmark: Check26]|_| Historic Preference Area (30 ILCS 500/45-80).
[bookmark: Check27]|_| Procurement of Domestic Products (30 ILCS 517).
[bookmark: Check28]|_| Public Purchases in Other State (30 ILCS 520).
[bookmark: Check29]|_| Illinois Mined Coal Act (30 ILCS 555).
[bookmark: Check30]|_| Steel Products Procurement (30 ILCS 565).
[bookmark: Check31]|_| Business Enterprise for Minorities, Females, and Persons with Disabilities Act (30 ILCS 575).
[bookmark: Check32]|_| Veteran’s Preference (330 ILCS 55).

We are providing the following explanation of qualification for the preference or special programs checked above:  																											______

We certify that we have made no alterations or modifications to the original content of this solicitation or other related procurement documents, either text or graphics and whether transmitted electronically or hard copy.  Any alternates or exceptions (whether to products, services, terms, conditions, or other procurement document subject matter) are clearly noted in Attachment EE.  We understand that failure to comply with this requirement may result in our Offer being disqualified and, if determined to be a deliberate attempt to misrepresent our Offer, may be considered as sufficient basis for suspension or debarment from consideration for future contract awards.


Vendor Name: 													

Signature of Authorized Representative: 							Date: 		

Printed Name: 							Title:						
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[bookmark: _Toc407026873]PART A:  TECHNICAL PROPOSAL

[bookmark: _Toc407026874]Section 1 - Specifications/Qualifications/Statement of Work/Deliverables

1.1      General Requirements
1.1.1	This request for proposal (“RFP”) is issued by Western Illinois University (“WIU”) to solicit proposals from experienced IT security firms that meet the qualifications and requirements of this RFP. The general scope consists of five categories of IT security related services to enhance existing IT security systems and procedures for the Macomb and Moline campuses of WIU.  Western Illinois University’s goal is to provide a secure environment for conducting University business while fostering collaboration and sharing that is required in a higher education environment.  Any awarded vendor will be required to complete a Non-Disclosure Agreement prior to beginning work.  A sample is included in Attachment KK.  
1.1.2 WIU prefers to keep as many services with one Proposer as possible.  However, Proposers may also respond separately to each of the five (5) tasks listed in this RFP.  In addition, proposers may include innovative IT security-related services not specifically requested in this RFP but which would enhance WIU’s IT security stance, provided it is part of a bundle or associated with one of the individual task/service requested in this RFP.

1.1.3 Individual Services (a la carte method)
	1.1.3.1 	The Proposer may propose one, multiple or all of the following five major sections of 		          	individual services categories in this RFP’s Statement of Work section.  A cost is
	          	to be specified in Section 2 - Pricing for each individual service that the Proposer will
 	          	provide.  
	1.1.3.2	The proposer shall provide a sample report for each service that the proposer bids     	 	           	on.  
	1.1.3.3	Proposer should state whether there is anything relevant that will not be covered in the 
             	scope of work to be delivered for each individual service.

1.1.4	WIU currently scans for Social Security Numbers and Credit Card information stored on desktops computers, servers, shares, and archived email.  Therefore, these types of scans are not in the scope of this RFP and do not need to be included in the bid.  However, if additional value can be provided by scans performed by the Proposer that is not currently being realized, it may be proposed and WIU will give it consideration in the technical evaluation.  Please note, however, that Data Loss Prevention (DLP) is considered in scope of this RFP.
1.1.5	The following five major services in the Statement of Work section of this RFP are being requested by Western Illinois University for IT Security services.  Section I (Framework, Assessment and Penetration Testing Package) consists of three subcategories (A, B, and C).
1.2	Approach and Methodology 

For each service the Proposer is responding to in this RFP, the Proposer must provide a detailed explanation of Proposer’s approach and methodology of the Scope of Services as outlined in this RFP.

1. Describe the Proposer’s understanding of the nature of the project and how its Proposal will best meet the needs of the University.
2. Provide an overview of recommended approach(es) and strategies that will be utilized by the Proposer to achieve objectives and goals of this project.
3. Define Proposer’s functional approach in providing the services.
4. Define Proposer’s functional approach in identifying the tasks necessary to meet requirements.
5. Explain how each service will be performed.  This should take into account project phasing, use of tools technologies (if applicable), etc.  Task and services are listed in this RFP.
6. Proposer should present innovative concepts, if any, not discussed above for consideration.
7. Describe the Proposer’s approach to Project Management and Quality Assurance.
8. Provide a proposed Project Work Plan that reflects the approach and methodology, services to be performed, deliverables, timetables, and staffing.
9. Describe the deliverables to be included in the final report and provide a sample outline of the final report (for each applicable task/service that the Proposer is proposing).

1.3	Deliverables
1.3.1	For each of the sections that the Proposer responds to (whether these are provided in a bundle or one or more separate services), the Proposer is to provide a list of proposed tools, both software and hardware, that will be used to meet these goals.
· Samples of all deliverables that will be delivered for meeting these goals and will include:
· Executive Summary
· Technical  details
· Recommendations
· Documentation to support conclusion      
· Consultation time will list the following:
· Number of consultation hours included in quote
· Price for additional hours
· Delivery method of consultation (i.e. in person, phone, web conferencing)
· Any limitations set on consultation	

1.4	Statement of Work

I. FRAMEWORK, ASSESSMENT AND PENETRATION TESTING (includes A, B and C)

A. INFORMATION SECURITY FRAMEWORK

Contractor will assist WIU in establishing an Information Security Framework and roadmap.  The Proposer must state which framework it recommends that WIU implement and why.  WIU seeks usable security that enables users to use the systems in a secure manner without detracting from its educational mission.  Systems should be designed around users.

B. INFORMATION SECURITY ASSESSMENT

If this is included in the proposal, the Proposer must participate in the Contract Conference/Site Visit meeting.

An Information Security Assessment must be performed to review WIU’s Information Security Program and assess its compliance with regulatory requirements and best practices. This includes reviewing policies, standards, guidance, procedures and other documents. Spot checks shall be performed of controls that are already in place where appropriate.

Scope of Work

Information Security Assessment review must include:

a. Risk Assessment and Gap Analysis (including recommended action plan(s) to help minimize risk)
b. Security Policy
c. Information Security Organization
d. Service Provider Oversight
e. Asset Management
f. Personnel Security
g. Security Awareness Training
h. Physical Security of IT Assets and environment
i. Communications and Operations Management
j. Systems Development, Acquisition and Maintenance
k. Incident Management
l. Legal, Regulations, Investigations and Compliance
m. Wireless policy and procedure
n. Server Lockdown and configuration procedures
o. Server, network and firewall deployment recommendations
p. Firewall and network procedures
q. Change Management procedures
r. Disaster Recovery and Business Continuity policy and procedure
s. Sensitive Data Policy and procedures
t. Access Control
u. Telecommunications and Network Security 
v. Information Security Governance and Risk Management
w. Software Development Security
x. Cryptography/Encryption
y. Security Architecture and Design
z. Operations Security

Requirements/Questions (for A and B above)

1. Describe the Proposer’s resources that will be dedicated to this process.
2. Describe the process that the Proposer will employ to help WIU select a framework that works best for the University.
3. The proposer must include a sample of deliverables (for example, any reports, graphs, charts, etc.). 
4. Proposer must specify the number of consultation hours that will be provided to discuss how WIU should implement changes and answer questions after the deliverables are delivered.   The hours may be specified as a range with a minimum and maximum.

C. PENETRATION TESTING

If this is included in the proposal, the Proposer must participate in the Contract Conference/Site Visit meeting.

The Contractor will perform Penetration Testing to help WIU comply with applicable mandates, evaluate WIU’s security posture, and provide in-depth reports on findings and remediation recommendations. The Proposer is to describe its approach for identifying vulnerable systems and how to remediate them, threats and assessing how those threats might impact WIU’s day-to-day business operations.  
During the initial contract period, the Contractor will perform follow-up scans after an agreed upon period of time and an agreed upon frequency to verify that problems uncovered in the initial scans have been remediated or that the University accepts the risk and that new equipment/systems have not created new security holes.  Contractor must specify proposed frequency for scanning.
Scope of Work

· External Network Vulnerability Assessment
· Include the entire external IP ranges listed in the section WIU Background Information of this RFP
· Internal Network Vulnerability Assessment
· Include the entire server IP ranges listed in the section WIU Background Information of this RFP
· Server Configuration Review
· Include a review of all internal servers. Count and type will be provided at the Site Visit Meeting
· Firewall Review
· Include all firewall listed in the section WIU Background Information of this RFP
· Network Review
· Include configuration and deployment of all wired and wireless network devices listed in the section WIU Background Information of this RFP
· Web Application Assessment
· Include all web application listed in the section WIU Background Information of this RFP
· Application Code Review
· Include all application. The count and type will be provided at the pre-proposal meeting/site visit.  
· VoIP Configuration
· Include all VoIP equipment. The count and type will be provided at the Site Visit Meeting
Requirements/Questions

1. Does the Proposer’s proposal include social engineering attacks and if so, what types and to what extent?
2. Specify the frequency of conducting penetration testing (based on the Contractor’s recommendation for a WIU Information Security Framework). The frequency should be specified for both server scanning and Internet facing Web application. This is to include (but not limited to) considerations for regulations pertaining to PCI and after any major change (such as infrastructure or code).
3. Specify the percentage of External IP Addresses and Internal IP Addresses for each scan and the sampling basis (if applicable).
4. The Proposer must describe the different methods (for example, Application Fuzzing, Phishing Tests, Penetration Testing, etc.) that it will employ.  
5.	Proposer must specify the number of consultation hours that will be provided to discuss how WIU 	should implement changes and answer questions after the deliverables are delivered.   The hours may 	be specified as a range with a minimum and maximum.
       6.	The proposer must include a sample of deliverables (for example, any reports, graphs, charts, 	remediation plans, etc.).
       7.	Describe expectations by Proposer for WIU IT staff in relation to this testing.
       8.	Proposer will provide guidance on training required by end users and IT staff based on findings.
For the purpose of scoping External and Internal penetration testing (including Internet-facing and internal-facing Web Applications), please refer to the section on WIU Background Information.

II. MONITORING SERVICES

If this is included in the proposal, the Proposer must participate in the Contract Conference/Site Visit meeting.

WIU is interested in Security Monitoring Services that deliver real-time monitoring, correlation and expert analysis of security activity across the enterprise. This service should improve the effectiveness of WIU’s security infrastructure by actively analyzing the logs and alerts from network devices in real time, 24x7.
For the purpose of scoping Security Monitoring Services, WIU has provided some information in the section entitled WIU Background Information.  Additional information will be provided during the mandatory Site Visit Meeting.
The Scope of Work section below describes the systems that WIU desires to be monitored. This is broken down into required and optional. Proposer must list each item and explain what tools they will use to monitor this system. Any other system the proposer deems necessary to monitor should be included also.
Scope of Work
The monitoring will include the following systems
· Required
· Firewall 
· IPS/IDS 
· Network Switches and Routers
· Wireless Controllers
· VPN
· Access to Servers 
· Authentication
· Radius
· Tacacs+
· Active Directory
· RackF
· Web
· SSH
· Optional but desired
· Devices (such as Windows and Mac OS machines) accessing the mainframe or other critical resources with elevated privileges. 
· Cardholder Data Environment
· Sensitive Data / DLP
· Network Traffic via nflow

Requirements/Questions

1. Provide a complete overview of the services provided.
2. What differentiates your monitoring services from the competition’s?
3. How do you determine what assets need to be protected?
4. What logs are monitored?
5. The proposer must include a sample of deliverables (for example, any reports, graphs, charts, remediation plans, etc.).
6. Provide information about the Proposer’s location and staffing of the NOC.  Are all of the Proposer’s engineers English speaking?
7. What steps are taken by the Proposer if an intrusion or cyber-attack is detected?
8. How does the Proposer assist with and/or actively remediate detected incidents?
9. The proposer must specify what access (if any) will be provided to WIU Security Staff to monitoring equipment. This includes user access and administrative access. 
10. If WIU network configuration changes are made during the contract period (for example, the replacement of firewalls), how will the Proposer respond?
11. Proposer must specify the number of consultation hours that will be provided to discuss how WIU should implement changes and answer questions.   The hours may be specified as a range with a minimum and maximum.


III. PCI COMPLIANCE

WIU accepts credit card information by various means including face-to face-transactions using Vere phone devices, online applications that use PayPal’s pay flow link, and PayPal business accounts. WIU is currently building a QSA-approved cardholder data environment where the majority of the processing will occur.   The contractor will perform a gap analysis and provide guidance on how to achieve PCI compliance.

WIU has nine (9) PayPal Payflow Link accounts with sixteen applications.   WIU also has ten (10) PayPal Business Accounts used by ten applications.  There are twenty-three (23) face-to-face (point of sale) devices at the University.  There are two accounts using Authorized.Net and one account using ETIX.

Vendor must provide training to individuals at WIU who are involved with conducting credit card transactions.  Training can be offered online providing there is a way to track participation and completion.  If it is offered on campus by the Contractor in-person, then it must be conducted at least twice a year during the initial three-year contract period.   WIU desires that the training be provided online because staff changes are frequent.


Requirements/Questions

1. Proposer must indicate who will provide this service along with their experience, qualifications, training and certifications.  Also indicate whether the individual(s) are QSA certified.
2. Proposer is to provide WIU’s evaluation team with the objectives of the training, a syllabus and example of course materials.
3. Describe how the Proposer will track participation, participants’ progress, and how it will be determined whether the objectives are being met.  
4. Proposer must specify the number of consultation hours that will be provided to discuss how WIU should implement changes and answer questions after the gap analysis report has been delivered.   The hours may be specified as a range with a minimum and maximum.
5. The proposer must include a sample of deliverables (for example, gap analysis report).


IV. SECURITY AWARENESS TRAINING

The successful proposer must provide online Security Awareness Training to provide specialized training that address areas of greatest concern to WIU.  These areas of training will be based on a security assessment (including social engineering attacks) and as agreed upon by WIU.
The goal of the Contract’s security awareness training should be to modify employee behavior, reduce risk to WIU and unburden the demands placed on the University Technology team.  Another outcome should be to train users to use systems in a secure way.
For the purpose of scoping security awareness training (i.e., please see the section below entitled “Number of Faculty, Staff and Student Employees.”  Note: The general student population is to be considered out of scope and the Contractor is not to provide training to the student population.  Note, however, that student workers are considered employees and therefore those students who use computers in the performance of their WIU duties are in scope.

Number of Faculty, Staff and Student Employees
The number of faculty, staff and student workers will vary somewhat from semester to semester.  The following information was extracted from the 2014-2015 Fact Book found at: http://www.wiu.edu/IRP/FactBook2014.pdf
· Number of faculty and staff at the Macomb campus:	1839
· Number of Grad Assistants and Teach Assistants at Macomb campus:	  458
· Number of faculty and staff at the Quad Cities campus:	  117
· Number of Grad Assistants and Teach Assistants at Macomb campus:	    24
· Number of Student Employees (Excluding GAs & TAs): 			1409

Requirements/Questions

1. Proposer must provide examples of their syllabus(es), which delineates the topics and the length of training.
2. Training for people who handle sensitive information is to be included.
3. Proposer is to specify the update schedule for training materials and provide the most current information.  
4. Proposer must describe how it will track participation and how it will demonstrate that the goals of the training are being met.
5. Proposer must demonstrate sample training through online access or documented screenshots.
6. The proposer must include a sample of deliverables (for example, any reports, graphs, charts, etc.).


V. INCIDENT RESPONSE, DIGITAL FORENSICS AND ZERO DAY EVENTS

WIU desires to have an IT security firm to assist WIU in the development of a robust Computer Security Incident Response Plan (CSIRP).  The security firm will then be on retainer to respond in the event of a cyber-attack, a data breach or other major incident.
The CSIRP must be completed within three months of awarding of the contract.
The Proposer should provide Incident Response and Digital Forensics services, including incident response planning and analysis to emergency incident response and digital forensics.  Planning should include the development of a robust CSIRP to minimize the duration and impact of a security breach. In addition, The Incident Response and Management Services should cover the full spectrum of capabilities needed for this critical control area.  An Incident Response and Management Services should be contracted as part of an Incident Response Retainer.
Specify the number of hours per year of consultation and incident response time that will be provided to WIU for an incident during the contract period. The proposer shall list how these services will be delivered and any limitations on them.  The Proposer may be expected to provide some onsite assistance when an incident is detected.  

Note:  WIU intends to award the development of the CSIRP immediately.  

Requirements/Questions

CSIRP
1. State whether onsite assistance will be provided for the development of the CSIRP.  If so, cost is to include all costs charged to WIU, including travel and meals.  Provide cost in Section 2 – Pricing.  
2. Proposer must indicate the total combined consultation hours that will be provided and any limitations set on this consultation.

Attacks or Breaches/Incidents

1. Describe your approach, methodology, and protocols in managing an attack or breach incident.
2. What assets and analysts will be sent to our location?
3. What consultation will you provide?
4. Explain your experience in helping other institutions to manage the life cycle of an incident from detection to closure.  
5. For the contract period, the Proposer must specify the cost that the Proposer will charge WIU in the event that the Proposer’s Incident response services are required for an attack or breach. Costs should be broken down into the type of incident and be averaged since severity differs from incident to incident.  State where there is a separate cost for keeping the firm on retainer during the contract period and if so, state the cost.  Provide cost in Section 2 – Pricing.  
6. Indicate the maximum number of hours of service that the Proposer will provide to WIU for this cost and what specific services will be included.
· Also indicate whether assistance will be provided to manage internal and outward-facing communication during and after an incident as part of these services.
· Indicate the cost per hour for additional help required after the maximum number of hours (specified above) is reached.  Provide cost in Section 2 – Pricing.  WIU will specify the individuals(s) that are authorized to request this additional time.
· If requested, will the Proposer come to campus?
· Who will come to the impacted campus (either Macomb or Quad Cities)?  
· How long after notification of an incident will it take for Proposer’s staff to arrive on the Macomb campus?  
· How long after notification of an incident will it take for Proposer’s staff to arrive on the Quad Cities campus in Moline, Illinois?
· Specify details of travel including origins, mode of transportation, costs, etc.
· Have you handled or assisted with incidents that occurred in the State of Illinois?
a. Were any of these public institutions?  If so, describe the type of incident and your response time, action and remediation for one or more of these.
b. How many of these are educational institutions?  If so, describe the type of incident and your response time, action and remediation for one or more of these.
7. Describe how the Proposer will respond to Zero day events at WIU and assist the University when these occur? 
8. Indicate the cost per hour for digital forensics, certifications and experience of individuals involved in forensics, and the technologies utilized.  Provide cost in Section 2 – Pricing.  
9. Explain how the digital forensics used by the Proposer meets the requirements for digital evidence as required by the courts in the State of Illinois.
10. Proposer must indicate the total combined consultation hours will be provided and any limitations set on this consultation.
11. Is there a cost for having the firm on retainer?  
12. Is the total price that you are offering in response to this RFP different than that which is offered on your web page?  If so, please explain the difference. 
13. The proposer must include a sample of deliverables (for example, any reports, graphs, charts, remediation plans, etc.).
14. Provide three (3) references for the incident response and digital forensics services that you provide.  (Preference will be given for references that include Illinois public institutions, particularly educational institutions.)
 
1.5	Descriptions
1.5.1 Western Illinois University
1.5.1.1	Recognized as a "Best Midwestern College" by the Princeton Review as a top tier "Best Midwestern University" by U.S. News and World Report, Western Illinois University (WIU) serves more than 11,500 students, including approximately 1,800 graduate students, in the heart of the Midwest through its traditional residential, four-year campus in Macomb and its metropolitan, non-residential campus in Moline, Illinois. Western's campuses are dedicated to providing quality, accessible and affordable education. The WIU-Macomb and Quad Cities campuses are comprised of accomplished faculty, state-of-the-art technology and facilities, and a wide range of academic and extracurricular opportunities. The four core values at the heart of the University are academic excellence, educational opportunity, personal growth, and social responsibility. WIU's Cost Guarantee program ensures that students pay a fixed rate for tuition, fees, plus room and board over a four-year period at both the undergraduate and graduate level. WIU is a comprehensive university offering 66 undergraduate, 37 graduate degree programs and 1 doctoral degree program. With a student-to-faculty ratio of 16:1, the University's 672 full-time faculty members teach 95 percent of all undergraduate and graduate courses, in addition to 10 pre-professional degree programs and 23 certificate programs. Western offers a broad-based athletics program, sponsoring 20 NCAA Division I intercollegiate varsity sports. Football competes in the NCAA Division I Football Championship Subdivision through the Missouri Valley Football Conference; all other varsity sports compete at the Division I level through The Summit League. WIU is the cultural center of the region. Western Illinois University is accredited by the Higher Learning Commission and is a member of the North Central Association of Colleges and Schools.

1.5.2	University Technology Services
1.5.2.1	Western Illinois University (WIU) operates on two campuses; the main campus is in Macomb, Illinois and the Quad Cities Campus is located in Moline, Illinois.  Altogether there are about 2,000 faculty, staff and administrators employed at the University and approximately 11,500 students enrolled.  
1.5.2.2	WIU maintains three networks on its two campuses.  The Macomb, Quad Cities and wireless networks are 10GE enabled.  Demographics pertaining to these networks are provided below.
1.5.2.3	WIU maintains several types of web servers that run on a variety of operating systems.  Some of these servers host WIU’s public facing web site as well as the individual faculty and student websites.  Other servers host internally developed web sites for administrative applications, the student portal and some vendor supplied web applications.
1.5.2.4	Mainframe
1.5.2.5	Details about WIU’s technology environment, including the number, make, and model of firewalls, IDS/IPS, data centers, etc. will be provided during the Site Visit meeting for those firms that submit proposals for certain services as identified elsewhere in this RFP. 
1.5.3	WIU Networks
1.5.3.1	Macomb Campus Network
· The network on the main campus in Macomb, Illinois provides Internet access for academic and administrative systems, which include computer classrooms/labs and wireless networks. A large server infrastructure supports all three networks.  Currently, peaks of about 5,500 devices connect wirelessly.
· A main data center is located on the Macomb campus along with smaller ones.
· Internet egress provider (ISP):  Illinois Century Network (ICN) 
· Number of network devices and endpoints: 1,000 network devices and 5,000 endpoints
· Number of students: Approximately 10,000 on the Macomb campus
· Number of Internal IP Addresses: 133 Class C server subnets
· Number of External IP Addresses: 128 Class C subnets

1.5.3.2	Student Residential Network (ResNet)
· ResNet provides Internet access for the residence halls on the Macomb campus and the resident halls’ wireless network.
· Internet egress provider (ISP):  McDonough Telephone
· Number of network devices and endpoints: 1,000 network devices and about 4,000 endpoints
· Number of Internal IP Addresses: 20 Class C Server Subnets
· Number of External IP Addresses: 64 Class C Subnets

1.5.3.3	Quad Cities Campus Network (Moline, IL)
· Quad Cities campus network provides Internet access for academic and administrative systems, including labs and the wireless network. It also supports a smaller server infrastructure that is used for redundancy for the Macomb campus.
· Internet egress provider (ISP):  ICN and Mediacom (Mediacom is not active).
· Number of network devices and endpoints: 200 network devices and 500 endpoints
· Number of Internal IP Addresses: 51 Class C Server Subnets
· Number of External IP Addresses: 4 Class C Subnets

1.5.4	WIU Fact Book
· Additional facts and numbers may be found in WIU’s Fact Book located at: http://www.wiu.edu/IRP/FactBook2014.pdf



	RESPONDENTS:  IN YOUR PROPOSAL, PLEASE PROVIDE DETAILED RESPONSES TO THE FOLLOWING SPECIFICATIONS USING THE SAME NUMBERING, ORDER, AND FORMAT AS LISTED BELOW.  
1.6	Required Technical Qualifications and Submittals
1.6.1	Required qualifications as outlined below must be satisfied before the University will consider a contractor’s proposal.  The contractor must be able to demonstrate the ability and qualifications to provide the services requested.  The contractor should have experience working with Higher Education clients, experience in providing some or all of the IT security services as requested in this RFP. 
1.6.2     	Contractor Experience:  Please address the following by providing a detailed narrative and evidence of your experience in the specific areas:
		1.6.2.1	Background, areas of expertise and any specific experience working with companies and higher 				education clients. 
		1.6.2.2	Specify which companies/institutions, if any, are in the state of Illinois.
		1.6.2.3	Familiarity with Illinois state law and statutes pertaining to information security and specifically 				those that pertain to institutions of higher education. 
1.6.3	Related Applicable Work
1.6.3.1	Provide a list of all higher education clients presently under contract with the Contractor to provide IT security services, along with the following information regarding each account.
		1.6.3.1.1	Higher Education/Company name and location.
		1.6.3.1.2	Scope of work performed.
1.6.3.1.3	Name, email and telephone number of client’s representative responsible for client’s contract.  Contractor acknowledges that references from this list may be contacted by WIU
1.6.3.2	Provide a list of at least three (3) most relevant education clients that you have worked with in the past, along with the following information regarding each account.  
	1.6.3.2.1	School name and location.
	1.6.3.2.2	Date of contract with the client.
	1.6.3.2.3	Scope of work performed.
1.6.3.2.4	Name, email and telephone number of client’s representative responsible for client’s 	contract.  Contractor acknowledges that references from this list may be contacted by WIU.
1.6.4	Company History 
1.6.4.1	Provide a history of your company, including current location(s).
1.6.4.2	A list of professional organizations in which Proposer has membership (National, State, and Local).
1.6.4.3	A list of professional awards that have been made to Proposer’s firm or to members of the firm who will participate in the proposed project.
1.6.4.4	The total number of contracts during the past three (3) years that the Proposer has been awarded for the type of engagement WIU is requesting.
1.6.5	Assigned Team 
1.6.5.1	Provide a list of personnel that would be assigned to Western Illinois University, their qualifications and their role on the project team. 
1.6.5.2	Identify for each team members whether he/she will be an on-site or off-site participant and to what extent and in what capacity.
1.6.5.3	List capabilities, certifications and qualifications of individuals that will be assigned to Western Illinois University’s security project. 
1.6.5.4	For each team member that will be assigned to the project, designate whether background investigations have been performed 
1.6.5.5	Other qualifications and abilities to perform the services being requested.
[bookmark: _Toc407026875]1.6.6  	Timeline
1.6.6.1	Provide a recommended time line in which the work requested will be performed, including begin and end dates.  Assume it will take 30 days from the date we award the contract to have a Purchase order issued.  (Not part of the evaluation)
	

1.7	Subcontracting

[bookmark: Check33]1.7.1	Subcontracting |X| is  |_| is not allowed.
For the purposes of this section, subcontractors are those specifically hired to perform all or part of the work covered by the contract.  If subcontractors are to be utilized, Vendor must identify subcontractors with an annual value of more than $50,000 and the expected amount of money each will received under the contract in Attachment DD - Subcontractor Information.

1.7.2	For goods and/or services contemplated in this Offer and the resulting contract, the maximum percentage allowed to be provided by a subcontractor is 50%.

1.7.3	The Vendor shall notify the University of any additional or substitute subcontractors hired during the term of this contract and the amount to be paid to each.

[bookmark: _Toc407026876]1.8	Location Where Services are to be Performed

1.8.1	In accordance with Section 25-65 of the Illinois Procurement Code, Vendor shall disclose the locations where the services required under this solicitation and will be performed, including by any subcontractors, and the known or anticipated value of the services to be performed at each location.

1.8.2	Unless otherwise disclosed in this section, all services shall be performed in the United States.  This information and economic impact on Illinois and its residents may be considered in the evaluation.  If the Vendor received additional consideration in the evaluation based on work being performed in the United States, it shall be a breach of contract if the Vendor shifts any such work outside the United States unless the Chief Procurement Officer determines in writing that it is in the best interest of the University.

1.8.3	Location(s) where services will be performed: 						
					
Percentage of services performed at this location: 					
Anticipated value of services performed at this location: 				

[bookmark: _Toc407026877]1.9	Term

1.9.1	Any contract resulting from this solicitation will have an initial term of three (3) years.    The initial term of the contract shall commence upon execution of the fully-signed agreement.

1.9.2	In no event will the total term of the contract, including the initial term, any renewal terms and any extensions, exceed 10 years.

1.9.3	Vendor shall not commence billable work in furtherance of the contract before the contract is signed by all parties.

[bookmark: _Toc407026878]1.10.	Renewal

[bookmark: Check123][bookmark: Check124]1.10.1	The resulting contract |X| will   |_| will not contain renewal options.  The resulting contract may not be renewed unless the renewal period(s) and any applicable conditions are shown below.

	The University reserves the right to renew, at its sole option, for two (2) additional consecutive two (2) year periods.

1.10.2	Unless otherwise specified in this solicitation or the resulting contract, renewals will be subject to the same terms and conditions as the original contract.

1.10.3	The University may renew the resulting contract for any or all of the renewal option periods specified, may exercise any of the renewal options early, and may exercise more than one option at a time based on continuing need and favorable market conditions, when in the best interest of the University.

1.10.4	The resulting contract may not renew automatically nor renew solely at the Vendor’s option.

1.11	Termination for Cause:  The University may terminate the resulting contract, in whole or in part, immediately upon notice to the Vendor if: (a) the University determines that the actions or inactions of the Vendor, its agents, employees or subcontractors have caused, or reasonably could cause, jeopardy to health, safety, or property; (b) the Vendor has notified the University that it is unable or unwilling to perform the contract; (c) Vendor fails to perform to the University’s satisfaction any material requirement of the resulting contract; or (d) the University determines that the Vendor lacks the financial resources to perform the contract.  The University shall provide written notice to the Vendor to cure the problem identified within a specified period of time.  If not cured by the specified date, the University may either immediately terminate the contract without additional written notice or enforce the terms and conditions of the contract.  For termination due to any of the causes contained in this section, the University retains the right to seek any available legal or equitable remedies and damages.

1.12	Termination for Convenience:  The University may, for its convenience and with 30 days prior written notice to Vendor, terminate the resulting contract in whole or in part and without payment of any penalty or incurring any further obligation to the Vendor.  The Vendor shall be entitled to compensation upon submission of invoices and proof of claim for supplies and / or services provided in compliance with the resulting contract up to and including the date of termination.
	


Include Section 1 and any attachments in Packet 1
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[bookmark: _Toc407026879]PART B:  PRICING PROPOSAL

[bookmark: _Toc407026880]Section 2 – Pricing

[bookmark: _Toc407026881]		2.1	Pricing Offer:  Vendors, in this section, please provide your proposed pricing information, pricing 				discount structure(s), pricing coverage, pricing applicability, pricing exceptions, minimum purchase 				obligations or required minimum annual spends (if applicable), etc., here.  

	PART A

1. Fill in the price for the initial contract period for each service that you are proposing. 

I. FRAMEWORK, ASSESSMENT AND PENETRATION TESTING
A. Information Security Framework
B. Information Security Assessment
C. Penetration Testing

PROPOSAL PRICE (for A, B and C):  $_____________________


II. MONITORING SERVICES

PROPOSAL PRICE:  $______________________


III. PCI COMPLIANCE

PROPOSAL PRICE: $ ______________________


IV. SECURITY AWARENESS TRAINING

PROPOSAL PRICE:  $______________________


V. INCIDENT RESPONSE, DIGITAL FORENSICS AND ZERO DAY EVENTS

PROPOSAL PRICE:  $______________________ 

Proposer must also provide a breakdown of costs as follows:

		Development Cost for CSIRP:  $_____________________

		Incident Response and Management Cost:  $_______________________

		Incident Response Cost/Hour (over maximum number of hours proposed):  $__________________

		Digital Forensics Cost/Hour:  $____________________________
	
	

	PART B 

1. If you are the most responsible vendor for two or more of the services listed in this RFP’s Statement of Work, please provide the percent discount offered:  

a. Percent discount for award of 2 services:       __________________________________%

b. Percent discount for award of 3 services:	__________________________________%
	
c. Percent discount for award of 4 services:	__________________________________%

d. Percent discount for award of 5 services:  	__________________________________%

[bookmark: _Toc407026882][bookmark: Check36]2.2	Type of Pricing:  Pricing under this contract is |_| firm |_| estimated  $			.

[bookmark: _Toc407026883][bookmark: Check38]2.3	Expenses Allowed:  Expenses |_| are not allowed  |_| are allowed as follows: 

[bookmark: _Toc407026884]2.4	Discount:  The University may receive a ____% discount for payment within ____ days of receipt of correct invoice.

[bookmark: _Toc407026885]2.5	Taxes:  Pricing shall not include any taxes unless accompanied by proof the University is subject to the tax.  If necessary, Vendor may request the University’s Illinois tax exemption number and federal tax exemption information.

2.6	Invoicing:  By submitting an invoice, vendor certifies that the supplies or services provided meet all requirements of the contract, and the amount billed and expenses incurred are as allowed in the contract.  Invoices may be subject to statutory offset (30 ILCS 210).

2.6.1	Vendor shall not bill for any taxes unless accompanied by proof that the university is subject to the tax.  If necessary, vendor may request the university’s Illinois tax exemption number and federal tax exemption information.

2.6.2	Vendor shall invoice at the completion of the contract unless invoicing is tied in the contract to milestones, deliverables, or other invoicing requirements agreed to in the contract.  Send invoices to:  Western Illinois University, 1 University Circle, 227 Sherman, Macomb, IL 61455.






Include Section 2 and any attachments in Packet 2
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[bookmark: _Toc407026886]Attachment AA – Standard Terms and Conditions

1.	Resulting Contract:  The Vendor’s proposal and the Request for Proposal may be appended to the resulting contract.  In the event of any conflict, inconsistency or dispute, the order of precedence shall be the resulting contract language, the Proposal and then the Request for Proposal.

2.	Payment Terms and Conditions:
2.1	Late payment:  Payments, including late payment charges, will be paid in accordance with the State Prompt Payment Act and rules when applicable (30 ILCS 540; 74 Ill. Adm. Code 900).  This shall be Vendor’s sole remedy for late payments by the University.  Payment terms contained on Vendor’s invoices shall have no force or effect.

2.2	Minority Contractor Initiative:  The State Comptroller requires a fee of $15 to cover expenses related to the administration of the Minority Contractor Opportunity Initiative for contracts paid with State funds.  Any Vendor awarded a contract under Section 20-10, 20-15, 20-25 or 20-30 or the Illinois Procurement Code (30 ILCS 500) of $1,000 or more, other than statewide master contracts, is required to pay a fee of $15.  The State Comptroller shall deduct the fee from the first check issued to the Vendor under any contract resulting from this solicitation.

2.3	Expenses:  The University will not pay for supplies provided or services rendered, or expenses incurred prior to the execution by the Parties of any resulting contract even if the effective date of the contract is prior to execution.

2.4	Prevailing Wage:  Certain services require vendors to pay prevailing wage rates.  See Section 8 for Supplemental Terms and Conditions.  If applicable, and as a condition of receiving payment, Vendor must pay its employees prevailing wages in the locality in which the work is to be performed.  Vendor shall provide a copy of the certified payroll on request.  Vendor is responsible for contacting the Illinois Department of Labor to ensure understanding of prevailing wage requirements.  The prevailing rates of wages are determined by the Illinois Department of Labor and are available on the Department’s official website:  http://www.illinois.gov/idol/Laws-Rules/CONMED/Pages/prevailing-wage-rates.aspx.

2.5	Federal Funds:  For purchases funded in whole or in part by Federal funds, the solicitation will identify the federal agency providing the funds, the name of the fund and contact information where interested parties can obtain requirements for contracting in relation to those funds. (44 Ill. Adm. Code 4.2005(w))

2.6	Availability of Appropriation (30 ILCS 500/20-60):  Any resulting contract is contingent upon and subject to the availability of funds.  The University, at its sole option, may terminate or suspend this contract, in whole or in part, without penalty or further payment being required, if the Illinois General Assembly or the federal funding source fails to make an appropriation sufficient to pay such obligation. If funds needed are insufficient for any reason, the University has discretion on which contracts will be funded.

2.7	Invoicing:  By submitting an invoice, Vendor certifies that the supplies or services provided meet all requirements of the contract, and the amount billed and expenses incurred are as allowed in the contract.  Invoices for supplies purchased, services performed and expenses incurred through June 30 of any year must be submitted to the University as provided in the resulting contract.  Invoices may be subject to statutory offset.  30 ILCS 210.

2.7.1	Vendor shall not bill for any taxes unless accompanied by proof that the university is subject to the tax.  If necessary, Vendor may request the university’s Illinois tax exemption number and federal tax exemption information.

2.7.2	Vendor shall invoice, as provided in the resulting contract, at the completion of the contract unless invoicing is tied in the contract to milestones, deliverables, or other invoicing requirements agreed to in the contract.

3.	Assignment and Subcontracting:  Any resulting contract may not be assigned or transferred in whole or in part by Vendor without the prior written consent of the University.  For purposes of this section, subcontractors are those specifically hired by the Vendor to perform all or part of the work covered by the contract.  Vendor shall describe the names and addresses of all subcontractors to be utilized by Vendor in the performance of the resulting contract, together with a description of the work to be performed by the subcontractor and the anticipated amount of money that each subcontractor is expected to receive pursuant to a subsequent contract.  Vendor shall notify the University in writing of any additional or substitute subcontractors hired during the term of a resulting contract, and shall supply the names and addresses and the expected amount of money that each new or replaced subcontractor will receive pursuant to the Contract.  All subcontracts must include the same certifications and disclosures that Vendor must make as a condition of this solicitation.

4.	Audit/Retention of Records:  Vendor and its subcontractors shall maintain books and records relating to the performance of the resulting contract or subcontract and necessary to support amounts charged to the University.  Books and records, including information stored electronically, shall be maintained by the Vendor for a period of three years from the later of the date of final payment under the contract or completion of the contract, and by the subcontractor for a period of three years from the later of final payment under the term or completion of the subcontract.  If federal funds are used to pay contract costs, the Vendor and its subcontractors must retain its records for a minimum of five years after completion of work.  Books and records required to be maintained under this section shall be available for review or audit by representatives of:  the University, the Auditor General, the Executive Inspector General, the Chief Procurement Officer, State of Illinois internal auditors or other governmental entities with monitoring authority, upon reasonable notice and during normal business hours.  Vendor and its subcontractors shall cooperate fully with any such audit and with any investigation conducted by any of these entities.  Failure to maintain books and records required by this section shall establish a presumption in favor of the University for the recovery of any funds paid by the University under the contract for which adequate books and records are not available to support the purported disbursement. The Vendor or subcontractors shall not impose a charge for audit or examination of the Vendor’s books and records (30 ILCS 500/20-65).

5.	Time is of the Essence:  Time is of the essence with respect to Vendor’s performance of any resulting contract.  Vendor shall continue to perform its obligations while any dispute concerning the contract is being resolved unless otherwise directed by the University.

6.	No Waiver of Rights:  Except as specifically waived in writing, failure by a Party to exercise or enforce a right does not waive that Party’s right to exercise or enforce that or other rights in the future.

7.	Force Majeure:  Failure by either Party to perform its duties and obligations will be excused by unforeseeable circumstances beyond its reasonable control and not due to its negligence including acts of nature, acts of terrorism, riots, labor disputes, fire, flood, explosion, and governmental prohibition.  The non-declaring Party may cancel the contract without penalty if performance does not resume within 30 days of the declaration.

8.	Confidential Information:  Each Party, including its agents and subcontractors, to this contract may have or gain access to confidential data or information owned or maintained by the other Party in the course of carrying out its responsibilities under this contract.  Vendor shall presume all information received from the University or to which it gains access pursuant to this contract is confidential.  Vendor information, unless clearly marked as confidential and exempt from disclosure under the Illinois Freedom of Information Act, shall be considered public.  No confidential data collected, maintained, or used in the course of performance of the contract shall be disseminated except as authorized by law and with the written consent of the disclosing Party, either during the period of the contract or thereafter.  The receiving Party must return any and all data collected, maintained, created or used in the course of the performance of the contract, in whatever form it is maintained, promptly at the end of the contract, or earlier at the request of the disclosing Party, or notify the disclosing Party in writing of its destruction.  The foregoing obligations shall not apply to confidential data or information lawfully in the receiving Party’s possession prior to its acquisition from the disclosing Party that were received in good faith from a third-party not subject to any confidentiality obligation to the disclosing Party; that is now or later becomes publicly known through no breach of confidentiality obligation by the receiving Party; or is independently developed by the receiving Party without the use or benefit of the disclosing Party’s confidential information.

9.	Freedom of Information Act:  This solicitation and any resulting contract and all related public records maintained by, provided to, or required to be provided to the University are subject to the Illinois Freedom of Information Act notwithstanding any provision to the contrary that may be found in the resulting contract. (5 ILCS 140)

10.	Use and Ownership:  All work performed or supplies created by Vendor under any resulting contract, whether written documents, data, goods or deliverables of any kind, shall be deemed work-for-hire under copyright law and all intellectual property and other laws, and the University is granted sole and exclusive ownership to all such work, unless otherwise agreed in writing.  Vendor hereby assigns to the University all right, title, and interest in and to such work including any related intellectual property rights, and waives any and all claims that Vendor may have to such work including any so-called "moral rights" in connection with the work.  Vendor acknowledges the University may use the work product for any purpose.  Confidential data or information contained in such work shall be subject to confidentiality provisions of the executed contract.

11.	Indemnification and Liability:  The Vendor shall indemnify and hold harmless the University, its Board of Trustees, the State of Illinois, its agencies, officers, employees, agents and volunteers from any and all costs, demands, expenses, losses, claims, damages, liabilities, settlements and judgments, including in-house and contracted attorneys’ fees and expenses, arising out of: (a) any breach or violation by Vendor of any of its certifications, representations, warranties, covenants or agreements; (b) any actual or alleged death or injury to any person, damage to any property or any other damage or loss claimed to result in whole or in part from Vendor’s negligent performance; or (c) any act, activity or omission of Vendor or any of its employees, representatives, subcontractors or agents.  Neither Party shall be liable for incidental, special, consequential or punitive damages.

12.	Insurance:  Vendor shall, at all time during the term and any renewals, maintain and provide upon request a Certificate of Insurance naming the University and its Board of Trustees as additional insured for all required bonds and insurance.  Certificates may not be modified or canceled until at least 30 days notice has been provided to the University.  Vendor shall provide: (a) General Commercial Liability-occurrence form in amount of $1,000,000 per occurrence (Combined Single Limit Bodily Injury and Property Damage) and $2,000,000 Annual Aggregate; (b) Auto Liability, including Hired Auto and Non-owned Auto, in amount of $1,000,000 per occurrence (Combined Single Limit Bodily Injury and Property Damage); and (c) Worker’s Compensation Insurance in amount required by law.  Insurance shall not limit Vendor’s obligation to indemnify, defend, or settle any claims.

13.	Independent Contractor:  Vendor shall act as an independent contractor and not an agent or employee of the University.  All payments by the University shall be made on the basis of Vendor being an independent contractor of the University.

14.	Solicitation and Employment:  Vendor shall not employ any person employed by the University during the term of any resulting contract to perform any work under the contract.  Vendor shall give notice immediately to the University’s president or designee if Vendor solicits or intends to solicit University employees to perform any work under any resulting contract.

15.	Background Check:  Whenever the University deems it reasonably necessary for security reasons, the University may conduct, at its expense, background checks of Vendor’s and subcontractor’s officers, employees or agents.  Vendor or subcontractor shall reassign immediately any such individual who, in the opinion of the University, does not pass the background checks.

16.	Applicable Law:  Any resulting contract shall be construed in accordance with and is subject to the laws and rules of the State of Illinois.  The Department of Human Rights’ Equal Opportunity requirements are incorporated by reference (44 Ill. Admin. Code 750).  Any claim against the University arising out of a contract must be filed exclusively with the Illinois Court of Claims. (705 ILCS 505/8)  The University does not waive sovereign immunity by entering into a resulting contract.  The official text of cited statutes is incorporated by reference.

17.	Compliance with the Law:  The Vendor, its employees, agents, and subcontractors shall comply with all applicable federal, state, and local laws, rules, ordinances, regulations, orders, federal circulars and all licenses and permit requirements in the performance of the subsequent contract.  Vendor shall be in compliance with applicable tax requirements and shall be current in payment of such taxes.  Vendor shall obtain at its own expense, all licenses and permissions necessary for the performance of any resulting contract.

18.	Anti-Trust Assignment:  If Vendor does not pursue any claim or cause of action it has arising under federal or state antitrust laws relating to the subject matter of the contract, then upon request of the Illinois Attorney General, Vendor shall assign to the University rights, title and interest in and to the claim or cause of action.

19.	Contractual Authority:  The University that signs the resulting contract shall be the only State entity responsible for performance and payment under the contract.  If the Chief Procurement Officer or authorized designee or State Purchasing Officer signs in addition to a university or otherwise approves, he/she does so as approving officer and shall have no liability to Vendor.

20.	Notices:  Notices and other communications provided for herein shall be given in writing by registered or certified mail with return receipt requested, by receipted hand delivery, by courier (UPS, Federal Express or other similar and reliable carrier), by e-mail, or by fax showing the date and time of successful receipt.  Each such notice shall be deemed to have been provided at the time it is actually received.  By giving notice, either Party may change the contact information.

21.	Modifications and Survival:  Amendments, modifications and waivers must be in writing and signed by authorized representatives of the Parties.  Any provision of this contract officially declared void, unenforceable, or against public policy, shall be ignored and the remaining provisions shall be interpreted, to the extent possible, to give effect to the Parties’ intent.  All provisions that by their nature would be expected to survive, shall survive termination.

22.	Performance Record / Suspension:  Upon request of the University, Vendor shall meet to discuss performance or provide contract performance updates to help ensure proper performance of the contract.  The University may consider Vendor’s performance under this contract and compliance with law and rule to determine whether to continue the contract, whether to suspend Vendor from doing future business with the University for a specified period of time, or to determine whether Vendor can be considered responsible on specific future contract opportunities.

23.	Schedule of Work:  Any work performed on University premises shall be done during the hours designated by the University and performed in a manner that does not interfere with the University, its personnel, or related operations.

24.	Warranties for Supplies and Services
24.1	Vendor warrants that the supplies furnished under this contract will: (a) conform to the standards, specifications, drawings, samples or descriptions furnished by the University or furnished by the Vendor and agreed to by the University, including but not limited to all specifications attached as exhibits hereto; (b) be merchantable, of good quality and workmanship, and free from defects for a period of twelve months or longer if so specified in writing, and fit and sufficient for the intended use; (c) comply with all federal and state laws, regulations, and ordinances pertaining to the manufacturing, packing, labeling, sale, and delivery of the supplies; (d) be of good title and be free and clear of all liens and encumbrances and; (e) not infringe any patent, copyright or other intellectual property rights of any third party.

24.2	Vendor shall insure that all manufacturers’ warranties are transferred to the University and shall provide a copy of the warranty.  These warranties shall be in addition to all other warranties, express, implied, or statutory, and shall survive the University’s payment, acceptance, inspection, or failure to inspect the supplies.

24.3	Vendor warrants that all services will be performed to meet the requirements of the contract in an efficient and effective manner by trained and competent personnel.  Vendor shall monitor performances of each individual and shall reassign immediately any individual who does not perform in accordance with the contract, who is disruptive or not respectful of others in the workplace, or who in any way violates the contract or University policies.

24.4	Vendor agrees to reimburse the University for any losses, costs, damages or expenses, including without limitation, reasonable attorney’s fees and expenses arising from failure of the supplies to meet such warranties.

25.	Reporting, Status and Monitoring Specifications:
25.1	Vendor shall immediately notify the University of any event that may have a material impact on Vendor’s ability to perform the contract.

25.2	By August 31 of each year, Vendor shall report to the University the number of qualified veterans and certain ex-offenders hired during Vendor’s last completed fiscal year. (30 ILCS 500/45-67 & 45-70)  Vendor may be entitled to employment tax credit for hiring individuals in those groups. (35 ILCS 5/216, 5/217)
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[bookmark: _Toc407026887]Attachment BB – Supplemental Provisions


1.	University Supplemental Provisions:

[bookmark: Check40]|_|	University Definitions

[bookmark: Check41]|_|	Required Federal Clauses, Certifications and Assurances 

[bookmark: Check42]|_|	American Recovery and Reinvestment Act of 2009 (ARRA) Requirements 

[bookmark: Check43]|_|	Public Works (construction and maintenance of a public work) prevailing wage and other requirements (820 ILCS 130/4).

[bookmark: Check44]|_|	Prevailing Wage (for example: janitorial cleaning, window cleaning, building and grounds, site technician, natural resources, food services, and security services, if valued at more than $200 per month or $2,000 per year or printing) (30 ILCS 500/25-60).  Vendor is responsible for contacting the Illinois Department of Labor to ensure understanding of prevailing wage requirements at 217-782-6206 or (http://www.state.il.us/agency/idol/index.htm).

[bookmark: Check45]|_|	University Specific Terms and Conditions

[bookmark: Check46]|_|	Other (describe)											



2.	Vendor Supplemental Provisions
This is supplemental information that supports a vendor’s proposal (e.g. a vendor’s licensing agreement).  This does not include exceptions to University specifications, terms and conditions, or any other part of this solicitation.  Any exceptions must be listed on Attachment EE.
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[bookmark: _Toc407026888]Attachment CC – Certifications


Vendor acknowledges and agrees that compliance with this subsection in its entirety for the term of the contract and any renewals is a material requirement and condition of this contract.  By executing the contract vendor certifies compliance with this subsection in its entirety, and is under a continuing obligation to remain in compliance and report any non-compliance.

This subsection, in its entirety, applies to subcontractors used on the contract.  Vendor shall include these Standard Certifications in any subcontract used in the performance of the contract using the Standard Subcontractor Certification form provided by the University.

If this contract extends over multiple fiscal years, including the initial term and all renewals, vendor and its subcontractors shall confirm compliance with this section in the manner and format determined by the University by the date specified by the University and in no event later than July 1 of each year that this contract remains in effect.

If the Parties determine that any certification in this section is not applicable to this contract it may be stricken without affecting the remaining subsections.

1.	As part of each certification, vendor acknowledges and agrees that should Vendor or its subcontractors provide false information, or fail to be or remain in compliance with the Standard Certification requirements, one or more of the following sanctions will apply:

a. the contract may be void by operation of law,
b. the Chief Procurement Officer may void the contract, and
c. the vendor and it subcontractors may be subject to one or more of the following: suspension, debarment, denial of payment, civil fine, or criminal penalty.

Identifying a sanction or failing to identify a sanction in relation to any of the specific certifications does not waive imposition of other sanctions or preclude application of sanctions not specifically identified.

2.	Vendor certifies it and its employees will comply with applicable provisions of the United States. Civil Rights Act, Section 504 of the Federal Rehabilitation Act, the Americans with Disabilities Act, and applicable rules in performance of this contract.

3.	This applies to individuals, sole proprietorships, partnerships and LLCs, but is not otherwise applicable. Vendor, if an individual, sole proprietor, partner or an individual as member of a LLC, certifies he/she is not in default on an educational loan.  5 ILCS 385/3.

4.	This applies only to certain service contracts and does NOT include contracts for professional or artistic services.  To the extent there was a current Vendor providing the services covered by this contract and the employees of that vendor who provided those services were covered by a collective bargaining agreement, Vendor certifies (i) that it will Offer to assume the collective bargaining obligations of the prior employer, including any existing collective bargaining agreement with the bargaining representative of any existing collective bargaining unit or units performing substantially similar work to the services covered by the contract subject to its bid or Offer; and (ii) that it shall Offer employment to all employees currently employed in any existing bargaining unit who perform substantially similar work to the work that will be performed pursuant to this contract.  This does not apply to heating, air conditioning, plumbing and electrical service contracts.  30 ILCS 500/25-80.

5.	Vendor certifies it has neither been convicted of bribing or attempting to bribe an officer or employee of the State of Illinois or any other State, nor made an admission of guilt of such conduct that is a matter of record.  30 ILCS 500/50-5.

6.	If vendor has been convicted of a felony, vendor certifies at least five years have passed after the date of completion of the sentence for such felony, unless no person held responsible by a prosecutor’s office for the facts upon which the conviction was based continues to have any involvement with the business.  30 ILCS 500/50-10.

7.	If Vendor or any officer, director, partner, or other managerial agent of Vendor has been convicted of a felony under the Sarbanes-Oxley Act of 2002, or a Class 3 or Class 2 felony under the Illinois Securities Law of 1953, vendor certifies at least five years have passed since the date of the conviction.  Vendor further certifies that it is not barred from being awarded a contract.  30 ILCS 500/50-10.5.

8.	Vendor certifies it is not barred from having a contract with the State based upon violating prohibitions related to submitting/writing specifications or providing assistance to an employee of the State of Illinois by reviewing, drafting, directing or preparing any invitation for bid, request for proposal, or request for information or similar assistance (except as part of a public request for such information.  30 ILCS 500/50-10.5(e).

9.	Vendor certifies that it and its affiliates are not delinquent in the payment of any debt to the University or the State (or if delinquent, has entered into a deferred payment plan to pay the debt).  30 ILCS 500/50-11, 50-60.

10.	Vendor certifies that it and all affiliates shall collect and remit Illinois Use Tax on all sales of tangible personal property into the State of Illinois in accordance with provisions of the Illinois Use Tax Act.  30 ILCS 500/50-12.

11.	Vendor certifies that it has not been found by a court or the Pollution Control Board to have committed a willful or knowing violation of the Environmental Protection Act within the last five years, and is therefore not barred from being awarded a contract.  30 ILCS 500/50-14.

12.	Vendor certifies it has neither paid any money or valuable thing to induce any person to refrain from bidding on a State contract, nor accepted any money or other valuable thing, or acted upon the promise of same, for not bidding on a State contract.  30 ILCS 500/50-25.

13.	Vendor certifies it is not in violation of the “Revolving Door” provision of the Illinois Procurement Code.  30 ILCS 500/50-30.

14.	Vendor certifies that it has not retained a person or entity to attempt to influence the outcome of a procurement decision for compensation contingent in whole or in part upon the decision or procurement.  30 ILCS 500/50-38.

15.	Vendor certifies it will report to the Illinois Attorney General and the Chief Procurement Officer any suspected collusion or other anti-competitive practice among any bidders, Offerors, contractors, proposers, or employees of the State.  30 ILCS 500/50-40, 50-45, 50-50.

16.	Vendor certifies steel products used or supplied in the performance of a contract for public works shall be manufactured or produced in the United States, unless the executive head of the procuring University grants an exception in writing.  30 ILCS 565.

17.	Drug Free Workplace
17.1	If vendor employs 25 or more employees and this contract is worth more than $5,000, Vendor certifies it will provide a drug free workplace pursuant to the Drug Free Workplace Act. 30 ILCS 580

17.2	If vendor is an individual and this contract is worth more than $5,000, vendor certifies it shall not engage in the unlawful manufacture, distribution, dispensation, possession, or use of a controlled substance during the performance of the contract.

18.	Vendor certifies that neither vendor nor any substantially owned affiliate is participating or shall participate in an international boycott in violation of the U.S. Export Administration Act of 1979 or the applicable regulations of the United States Department of Commerce.  30 ILCS 582.

19.	Vendor certifies it has not been convicted of the offense of bid rigging or bid rotating or any similar offense of any state or of the United States.  720 ILCS 5/33 E-3, E-4.

20.	Vendor certifies it complies with the Illinois Department of Human Rights Act and rules applicable to public contracts, which include providing equal employment opportunity, refraining from unlawful discrimination, and having written sexual harassment policies.  775 ILCS 5/2-105.

21.	Vendor certifies it does not pay dues to or reimburse or subsidize payments by its employees for any dues or fees to any “discriminatory club.”  775 ILCS 25/2.

22.	Vendor certifies that no foreign-made equipment, materials, or supplies furnished to the University under the contract have been or will be produced in whole or in part by forced labor or indentured labor under penal sanction.  30 ILCS 583.

23.	Vendor certifies that no foreign-made equipment, materials, or supplies furnished to the University under the contract have been produced in whole or in part by the labor or any child under the age of 12.  30 ILCS 584.

24.	Vendor certifies, if it owns residential buildings, that any violation of the Lead Poisoning Prevention Act has been mitigated.  410 ILCS 45.

25.	This applies to information technology contracts and is otherwise not applicable.  Vendor certifies that information technology, including electronic information, software, systems and equipment, developed or provided under this contract comply with the applicable requirements of the Illinois Information Technology Accessibility Act Standards as published at (www.dhs.state.il.us/iitaa). 30 ILCS 587.

26.	Vendor certifies that if it is awarded a contract through the use of the preference required by the Procurement of Domestic Products Act, then it shall provide products pursuant to the contract or a subcontract that are manufactured in the United States.  30 ILCS 517.

27.	Conflict of Interest.  Vendor is under no legal prohibition on contracting with the State of Illinois and has no known conflicts of interest.  In addition, Vendor has disclosed, if required, on forms provided by the University, and agrees it is under a continuing obligation to disclose to the University, financial or other interests (public or private, direct or indirect) that may be a potential conflict of interest or that would prohibit vendor from having or continuing the Contract.

28.	Vendor certifies in relation to Medicare/Medicaid and other federal debarments that neither Vendor nor any of its employees or subcontractors who may provide services pursuant to this Contract is currently subject of an investigation or proceeding to exclude it as a provider under Medicare or Medicaid or under any other federal or state health care program or under any third party insurance program, nor is it currently excluded or debarred from submitting claims to Medicare or Medicaid or to any other federal or state health care program or to any third party insurer.  Vendor represents and warrants it has checked the U.S. General Service Administration’s (GSA) Excluded Party Listing System (EPLS), which lists parties excluded from federal procurement and non-procurement programs.  The EPLS website includes GSA/EPLS, the U.S. Department of Health and Human Services (HHS) Office of Inspector General’s (OIG) List of Excluded Individuals/Entities (LEIE), and the Department of Treasury’s (Treasury) Specially Designated Nationals (SDN) list.  Vendor further represents and warrants it has checked the Illinois Department of Public Aid (IDPA) OIG Provider Sanctions list of individuals and entities excluded from state procurement with respect to Vendor’s employees and agents.  See the following websites: https://www.sam.gov/ and http://www.state.il.us/agency/oig/search.asp.  University will terminate Contract without penalty to University if Vendor becomes excluded during the life of this Contract.

29.	Vendor certifies in relation to supply of medical goods and services that such goods and services will be provided in accordance with all applicable legal requirements, including the laws at issue under the Public Law No. 109-171 - Deficit Reduction Act of 2005 (DRA) with respect to the establishment and dissemination of written policies for detecting and preventing waste, fraud and abuse as addressed in the University policies and code of conduct.

30.	Vendor certifies that it has read, understands and is in compliance with the registration requirements of the Illinois Elections Code (10 ILCS 5/9-35) and the restrictions on making political contributions and related requirements of the Illinois Procurement Code.  30 ILCS 500/20-160 and 50-37.  Vendor will not make a political contribution that will violate these requirements.

In accordance with section 20-160 of the Illinois Procurement Code, Vendor certifies as applicable:

[bookmark: Check49]|_|	Vendor is not required to register as a business entity with the State Board of Elections.

[bookmark: Check121]|_|	Vendor is a not-for-profit entity.
or
[bookmark: Check122]|_|	Vendor does not have pending and/or current bids/proposals and contracts which in the aggregate exceed $50,000 annually.  (If this solicitation has an estimated annual value of $50,000 or more, or when vendor’s pending and/or current bids/proposals, contracts and orders in the aggregate exceed $50,000 annually, vendor must register.)

[bookmark: Check50]|_|	Vendor has registered with the State Board of Elections.  As a registered business entity, Vendor acknowledges a continuing duty to update the registration as required by the Act.  (include a copy of Vendor’s registration certificate)

31.	In accordance with 30 ILCS 500/50-36, each bid, Offer, or proposal submitted for a State contract, other than a small purchase defined in Section 20-20 of the Illinois Procurement Code, shall include a disclosure of whether or not the bidder, Offeror, or proposing entity, or any of its corporate parents or subsidiaries, within the 24 months before submission of the bid, Offer, or proposal had business operations that involved contracts with or provision of supplies or services to the Government of Iran, companies in which the Government of Iran has any direct or indirect equity share, consortiums or projects commissioned by the Government of Iran and: 

· more than 10% of the company’s revenues produced in or assets located in Iran involve oil-related activities or mineral-extraction activities; less than 75% of the company’s revenues produced in or assets located in Iran involve contracts with or provision of oil-related or mineral – extraction products or services to the Government of Iran or a project or consortium created exclusively by that Government; and the company has failed to take substantial action; or 

· the company has, on or after August 5, 1996, made an investment of $20 million or more, or any combination of investments of at least $10 million each that in the aggregate equals or exceeds $20 million in any 12- month period that directly or significantly contributes to the enhancement of Iran’s ability to develop petroleum resources of Iran.

[bookmark: Check51]|_|  There are no business operations that must be disclosed to comply with the above cited law. 
or
[bookmark: Check52]|_|  The following business operations are disclosed to comply with the above cited law:  			
														
														


32.	A person (other than an individual acting as a sole proprietor) must be a duly constituted legal entity and authorized to do business in Illinois prior to submitting a bid or Offer.  30 ILCS 500/20-43.  If you do not meet these criteria, then your bid or Offer will be disqualified.

Vendor must make one of the following four certifications by checking the appropriate box.  If C or D is checked, then Vendor must attach to this form the requested documentation.

A.	|_|	Vendor certifies it is an individual acting as a sole proprietor and is therefore not subject to the requirements of section 20-43 of the Procurement Code.

B.	|_|	Vendor certifies that it is a legal entity, and was authorized to do business in Illinois as of the date for submitting this bid or Offer.  The State may require Vendor to provide evidence of compliance before award.

C.	|_|	Vendor certifies it is a legal entity, and is a foreign corporation performing activities that do not constitute transacting business in Illinois as defined by Illinois Business Corporations Act (805 ILCS 5/13.75).  A vendor claiming exemption under the Act must include a detailed explanation of the legal basis for the claim with its bid or Offer and must provide additional detail upon request.  If Vendor fails to provide the mandatory documentation with the bid or Offer, or does not provide additional detail upon request within the timeframe specified in said request, then the State may deem the Vendor as being non-responsive or not responsible and may disqualify the Vendor.

D.	|_|	Vendor certifies it is a legal entity, and is an entity otherwise recognized under Illinois law as eligible for a specific form of exemption similar to those found in the Illinois Business Corporation Act (805 ILCS 5/13.75).  A vendor claiming exemption under a specific law must provide a detailed explanation of the legal basis for the claim with its bid or Offer and must provide additional detail upon request.  If Vendor fails to provide the mandatory documentation with the bid or Offer, or does not provide additional detail upon request within the timeframe specified in said request, then the State may deem the Vendor as being non-responsive or not responsible and may disqualify the Vendor.
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[bookmark: _Toc407026889]Attachment DD – Subcontractor Information


[bookmark: Check47][bookmark: Check48]1.	Will subcontractors be utilized?   |_|Yes   |_| No

2.	Please identify below the names and addresses of all subcontractors that will be utilized in the performance of this Contract with an annual value of $50,000 or more, together with a description of the work to be performed by the subcontractor and the anticipated amount of money to the extent the information is known that each subcontractor is expected to receive pursuant to the Contract.

Subcontractor Name:  
Business Enterprise Program (BEP) Certification # (if applicable): 
Anticipated/Estimated Amount to Be Paid:  
Address:  
Description of work:  

Subcontractor Name:  
Business Enterprise Program (BEP) Certification # (if applicable): 
Anticipated/Estimated Amount to Be Paid:  
Address:  
Description of Work:  


3.	All subcontracts with an annual value of $50,000 or more must include the Standard Certifications and the Disclosures and Conflicts of Interest, completed and signed by the subcontractor.
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[bookmark: _Toc407026890]Attachment EE – Vendor Exceptions and Confidential Information

Any exceptions and confidential information must be noted on this page and provided as part of the resulting contract.  The University discourages taking exceptions.  State law shall not be circumvented by the exception process.  Exceptions may result in rejection of Vendor’s Offer.

Vendor agrees with the terms and conditions set forth in the Request for Proposal, including the standard terms and conditions, University supplemental provisions, certifications, and disclosures, with the following exceptions:

	
	

	
	EXCEPTIONS TO STANDARD TERMS AND CONDITIONS

	Page # / Section / Subsection #
	State the exception such as “add,” “replace,” and/or “delete.”

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	




	

	CONFIDENTIAL INFORMATION – Include a redacted copy of the proposal.

	Page # / Section / Subsection #
	State the information being claimed as confidential and the statutory basis for each claim.  Include supporting information.
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[bookmark: _Toc407026891]Attachment FF – Illinois Department of Human Rights Public Contract Number

1.	If Vendor employed fifteen or more full-time employees at any time during the 365-day period immediately preceding the publication of this solicitation in the Illinois Procurement Bulletin (or issuance date if not published), it must have a current IDHR Public Contract Number or have proof of having submitted a completed application for one prior to the Offer Due Date (775 ILCS 5/2-101).  If the University cannot confirm compliance, it will not be able to consider a Vendor’s Offer.  Please complete the appropriate sections below:

Name of Company (and DBA):  										.

[bookmark: Check39]|_|  (check if applicable) The number is not required as the company has employed 14 or fewer full-time employees during the 365-day period immediately preceding the publication of this solicitation in the Illinois Procurement Bulletin (or issuance date if not published).

[bookmark: Check116]|_|  (check if applicable) The number is not required because the company is located wholly outside the territorial boundaries of the United States and has no employees in the United States and will not hire employees in the United States to perform any part of any public contract.

2.	IDHR Public Contracts Number:  										
Expiration Date:  							. (Valid numbers begin with 900000-00-0.)

3.	If a valid number has not yet been issued, provide the date a completed application for the number was submitted to IDHR:  			

4.	Upon expiration and until their Contractor Identification Number is renewed, companies will not be eligible to be awarded contracts by the State of Illinois or other jurisdictions that require a current IDHR number as a condition of contract eligibility (44 Ill. Admin. Code 750.210(a)).

5.	Vendor may obtain an application form by:

Telephone:  Call the IDHR Public Contracts Unit at (312) 814-2431 between Monday and Friday, 8:30 AM - 5:00 PM, CST.  (TDD (312) 263-1579).

Internet: You may download the form from the Department of Human Rights’ website at (http://www2.illinois.gov/dhr/PublicContracts/Pages/default.aspx).

Mail:  Write to the Department of Human Rights, Public Contracts Unit, 100 West Randolph Street, Suite 10-100, Chicago, IL 60601.
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[bookmark: _Toc407026892]Attachment GG – Business Information


1. Name of Business (official name and DBA)


2. Business Headquarters (address, phone and fax)



3. If a Division or Subsidiary of another organization provide the name and address of the parent


4. Billing Address



5. Name of Chief Executive Officer


6. Vendor Contact (name, title, address, phone, toll-free number, fax, and e-mail)



7. Company Web Site Address


8. Type of Organization (sole proprietor, corporation, etc.--should be same as on Taxpayer ID form below


9. Length of time in business


10. Annual Sales for Vendor’s most recently completed fiscal year


11. Show number of full-time employees, on average, during the most recent fiscal year


12. Is your company at least 51% owned and controlled by individuals in one of the following categories? 
[bookmark: Check91][bookmark: Check92]|_| Yes   |_|No

If “Yes,” please check the category that applies:

[bookmark: Check93]|_| Minority (30 ILCS 575/2(A)(1) & (3))
[bookmark: Check94]|_| Female (30 ILCS 575/2(A)(2) & (4))
[bookmark: Check95]|_| Person with Disability (30 ILCS 575/2(A)(2.05) & (2.1))
[bookmark: Check96]|_| Disadvantaged (49 CFR 26) & (49 CFR 23)
[bookmark: Check97]|_| Veteran (30 ILCS 500/45-57)
[bookmark: Check98]|_| Small Business (30 ILCS 500/45-45)
Attachment HH - References

If requested, provide references, according to the instructions below, from established firms or government agencies other than the procuring University that can attest to Vendor’s experience and ability to perform the contract that is the subject of this solicitation.  If requested, references will be contacted. The proposer certifies that it is authorized to use the names of references it provides and agrees that the University may contact these references.


[bookmark: Check119]References |X|  are  |_|  are not requested.


Type of References:  Vendors must submit a minimum of five (5) “References” (marked as such) for current customers of similar-size and similar-scope (to WIU)


1.	Firm/Government/ University (name): 
Contact Person (name, contact’s title, email address, address, and phone): 
Date of Supplies/Services Provided: 
Type of Supplies/Services Provided: 

2.	Firm/Government/ University (name): 
Contact Person (name, contact’s title, email address, address, and phone): 
Date of Supplies/Services Provided: 
Type of Supplies/Services Provided: 

3.	Firm/Government/University (name): 
Contact Person (name, contact’s title, email address, address, and phone): 
Date of Supplies/Services Provided: 
Type of Supplies/Services Provided: 

4.	Firm/Government/ University (name): 
Contact Person (name, contact’s title, email address, address, and phone): 
Date of Supplies/Services Provided: 
Type of Supplies/Services Provided: 

5.	Firm/Government/ University (name): 
Contact Person (name, contact’s title, email address, address, and phone): 
Date of Supplies/Services Provided: 
Type of Supplies/Services Provided: 
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[bookmark: _Toc407026893]Attachment II – Financial Disclosures and Conflicts of Interest

Financial Disclosures and Conflicts of Interest forms (“forms”) must be accurately completed and submitted by the vendor, any parent entity(ies) and any subcontractors.  There are nine steps to this form and each must be completed as instructed in the step heading, unless otherwise provided.  A bid, offer, or proposal that does not include this form shall be considered non-responsive.  The University will consider this form when evaluating the Bid, Offer, or Proposal or awarding the contract.

The requirement of disclosure of financial interests and conflicts of interest is a continuing obligation.  If circumstances change and the previously submitted form is no longer accurate, disclosing entities must provide an updated form.

Separate forms are required for the vendor, any parent entity(ies) and any subcontractors.

This disclosure is submitted for (check one):

[bookmark: Check53]|_| Vendor

[bookmark: Check54]|_| Vendor’s Parent Entity(ies) (show 100% ownership)

[bookmark: Check55]|_| Subcontractor(s) >$50,000

[bookmark: Check56]|_| Subcontractor’s Parent Entity(ies) > $50,000

Project Name:      IT Security Services____ R251421__________							

Procurement Bulletin Reference #:   R251421									

Vendor Name:											

Doing Business As (DBA):											

Disclosing Entity Name:											

Disclosing Entity’s Parent Entity:											

Subcontractor:											


Instrument of Ownership or Beneficial Interest (check one):

[bookmark: Check57]|_|	Sole Proprietorship
[bookmark: Check58]|_|	Corporate Stock (C-Corporation, S-Corporation, Professional Corporation, Service Corporation)
[bookmark: Check59]|_|	Limited Liability Company Membership Agreement (Series LLC, Low-Profit Limited Liability Partnership)
[bookmark: Check60]|_|	Partnership Agreement (General Partnership, Limited Partnership, Limited Liability Partnership, Limited Liability Limited Partnership)
[bookmark: Check61]|_|	Not-for-Profit
[bookmark: Check62]|_|	Trust Agreement (Beneficiary)
[bookmark: Check63]|_|	Other 
	If you selected Other, please describe:  									
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Step 1
Supporting Documentation Submittal
All vendors complete regardless of annual bid, offer, or contract value
Subcontractors with subcontract annual value of more than $50,000 must complete

You must select one of the six options below and select the documentation you are submitting.  You must provide the documentation the applicable section requires with this form.

[bookmark: Check64]|_| Option 1 – Publicly Traded Entities 

[bookmark: Check65]1.A. |_|	Complete Step 2, Option A for each qualifying individual or entity holding any ownership or distributive income share in excess of 5% or an amount greater than 60% ($106,447.20) of the annual salary of the Governor.
		OR
[bookmark: Check66]1.B. |_|	Attach a copy of the Federal 10-K, and skip to Step 3.

|_| Option 2 – Privately Held Entities with more than 200 Shareholders

[bookmark: Check68]2.A. |_|	Complete Step 2, Option A for each qualifying individual or entity holding any ownership or distributive income share in excess of 5% or an amount greater than 60% ($106,447.20) of the annual salary of the Governor.
		OR
[bookmark: Check69]2.B. |_|	Complete Step 2, Option A each qualifying individual or entity holding any ownership share in excess of 5% and will attach the information Federal 10-K reporting companies are required to report under 17 CFR 229.401.

|_| Option 3 – All other Privately Held Entities, not including Sole Proprietorships

[bookmark: Check71]3.A. |_|	Complete Step 2, Option A for each qualifying individual or entity holding any ownership or distributive income share in excess of 5% or an amount greater than 60% ($106,447.20) of the annual salary of the Governor.

|_| Option 4 – Foreign Entities

[bookmark: Check73]4.A. |_|	Complete Step 2, Option A for each qualifying individual or entity holding any ownership or distributive income share in excess of 5% or an amount greater than 60% ($106,447.20) of the annual salary of the Governor.
		OR
[bookmark: Check74]4.B. |_|	Attach a copy of the Securities Exchange Commission Form 20-F or 40-F, and skip to Step 3.

|_| Option 5 – Not-for-Profit Entities

|_|	Complete Step 2, Option B.

|_| Option 6 – Sole Proprietorships

|_|	Skip to Step 3.
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Step 2
Disclosure of Financial Interest or Board of Directors
All vendors, except sole proprietorships, must complete regardless of annual bid, offer, or contract value
Subcontractors with subcontract annual value of more than $50,000 must complete

Complete either Option A (for all entities other than not-for-profits) or Option B (for not-for-profits).  Additional rows may be inserted into the tables or an attachment may be provided if needed.

Option A – Ownership Share and Distributive Income

Ownership Share – If you selected Option 1.A., 2.A., 2.B., 3.A. or 4.A. in Step 1, provide the name and address of each individual or entity and their percentage of ownership if said percentage exceeds 5%, or the dollar value of their ownership if said dollar value exceeds $106,447.20.

[bookmark: Check80]|_| Check here if including an attachment with requested information in a format substantially similar to the format below.
	TABLE - X

	Name
	Address
	% of Ownership
	$ Value of Ownership

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Distributive Income – If you selected Option 1.A., 2.A., 3.A., or 4A. in Step 1, provide the name and address of each individual or entity and their percentage of the disclosing vendor’s total distributive income if said percentage exceeds 5% of the total distributive income of the disclosing entity, or the dollar value of their distributive income if said dollar value exceeds $106,447.20.

[bookmark: Check79]|_| Check here if including an attachment with requested information in a format substantially similar to the format below.
	TABLE - Y

	Name
	Address
	% of Distributive Income
	$ Value of Distributive Income

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Please certify that the following statements are true.

[bookmark: Check81][bookmark: Check82]I have disclosed all individuals or entities that hold an ownership interest of greater than 5% or greater than $106,447.20.   |_| Yes    |_| No

[bookmark: Check83][bookmark: Check84]I have disclosed all individuals or entities that were entitled to receive distributive income in an amount greater than $106,447.20 or greater than 5% of the total distributive income of the disclosing entity.  |_| Yes    |_| No




Option B – Disclosure of Board of Directors (Not-for-Profits)
If you selected Option 5 in Step 1, list members of your board of directors.  Please include an attachment if necessary.
	Name 
	Address

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Step 3
Disclosure of Lobbyist or Agent
Complete only if bid, offer, or contract has an annual value over $25,000
Subcontractors with subcontract annual value of more than $50,000 must complete

[bookmark: Check85][bookmark: Check86]|_| Yes   |_| No.  Is your company represented by or do you employ a lobbyist required to register under the Lobbyist Registration Act (lobbyist must be registered pursuant to the Act with the Secretary of State) or other agent who is not identified through Step 2, Option A above and who has communicated, is communicating, or may communicate with any University officer or employee concerning this bid or offer?  If yes, please identify each lobbyist and agent, including the name and address below.

If you have a lobbyist that does not meet the criteria, then you do not have to disclose the lobbyist’s information.

	Name 
	Address
	Relationship to Disclosing Entity

	
	
	

	
	
	



Describe all costs/fees/compensation/reimbursements related to the assistance provided by each representative lobbyist or other agent to obtain this State/University contract:  										____________________________________________________________________________________


Step 4
Prohibited Conflicts of Interest
All vendors must complete regardless of annual bid, offer, or contract value
Subcontractors with subcontract annual value of more than $50,000 must complete

Step 4 must be completed for each person disclosed in Step 2, Option A and for sole proprietors identified in Step 1, Option 6 above.  Please provide the name of the person for which responses are provided:  							______________________________________________________________________________

	1. Do you hold or are you the spouse or minor child of any person who holds an elective office in the State of Illinois or hold a seat in the General Assembly?
	[bookmark: Check87][bookmark: Check88]|_| Yes   |_| No

	2. Have you, your spouse, or minor child been appointed to or employed in any offices or agencies of State government and receive compensation for such employment in excess of 60% ($106,447.20) of the salary of the Governor?

	|_| Yes   |_| No

	3. Are you or are you the spouse or minor child of an officer or employee of the Capital Development Board or the Illinois Toll Highway Authority?
	|_| Yes   |_| No

	4. Have you, your spouse, or an immediate family member who lives in your residence currently or who lived in your residence within the last 12 months been appointed as a member of a board, commission, authority, or task force authorized or created by State law or by executive order of the Governor?

	|_| Yes   |_| No

	5. If you answered yes to any question in 1-4 above, please answer the following:  Do you, your spouse, or minor child receive from the vendor more than 7.5% of the vendor’s total distributable income or an amount of distributable income in excess of the salary of the Governor ($177,412.00)?

	|_| Yes   |_| No

	6. If you answered yes to any question in 1-4 above, please answer the following:  Is there a combined interest of self with spouse or minor child more than 15% ($354,824.00) in the aggregate of the vendor’s distributable income or an amount of distributable income in excess of two times the salary of the Governor?

	|_| Yes   |_| No



Step 5
Potential Conflicts of Interest Relating to Personal Relationships
Complete only if bid, offer, or contract has an annual value over $25,000
Subcontractors with subcontract annual value of more than $50,000 must complete

Step 5 must be completed for each person disclosed in Step 2, Option A and for sole proprietors identified in Step 1, Option 6 above.

Please provide the name of the person for which responses are provided: 						

	1. Do you currently have, or in the previous 3 years have you had State employment, including contractual employment of services?

	|_| Yes   |_| No

	2. Has your spouse, father, mother, son, or daughter, had State employment, including contractual employment for services, in the previous 2 years?

	|_| Yes   |_| No

	3. Do you hold currently or have you held in the previous 3 years elective office of the State of Illinois, the government of the United States, or any unit of local government authorized by the Constitution of the State of Illinois or the statutes of the State of Illinois?

	|_| Yes   |_| No

	4. Do you have a relationship to anyone (spouse, father, mother, son, or daughter) holding elective office currently or in the previous 2 years?

	|_| Yes   |_| No

	5. Do you hold or have you held in the previous 3 years any appointive government office of the State of Illinois, the United States of America, or any unit of local government authorized by the Constitution of the State of Illinois or the statutes of the State of Illinois, which office entitles the holder to compensation in excess of expenses incurred in the discharge of that?

	|_| Yes   |_| No

	6. Do you have a relationship to anyone (spouse, father, mother, son, or daughter) holding appointive office currently or in the previous 2 years?

	|_| Yes   |_| No

	7. Do you currently have or in the previous 3 years had employment as or by any registered lobbyist of the State government?

	|_| Yes   |_| No

	8. Do you currently have or in the previous 2 years had a relationship to anyone (spouse, father, mother, son, or daughter) that is or was a registered lobbyist?

	|_| Yes   |_| No

	9. Do you currently have or in the previous 3 years had compensated employment by any registered election or re-election committee registered with the Secretary of State or any county clerk in the State of Illinois, or any political action committee registered with either the Secretary of State or the Federal Board of Elections?

	|_| Yes   |_| No

	10. Do you currently have or in the previous 2 years had a relationship to anyone (spouse, father, mother, son, or daughter) who is or was a compensated employee of any registered election or reelection committee registered with the Secretary of State or any county clerk in the State of Illinois, or any political action committee registered with either the Secretary of State or the Federal Board of Elections?

	|_| Yes   |_| No




Step 6 - Explanation of Affirmative Responses
All vendors must complete regardless of annual bid, offer, or contract value
Subcontractors with subcontract annual value of more than $50,000 must complete

If you answered “Yes” in Step 4 or Step 5, please provide on an additional page a detailed explanation that includes, but is not limited to the name, salary, State agency or university, and position title of each individual.



Step 7
Potential Conflicts of Interest
Relating to Debarment & Legal Proceedings
Complete only if bid, offer, or contract has an annual value over $25,000
Subcontractors with subcontract annual value of more than $50,000 must complete

This step must be completed for each person disclosed in Step 2, Option A and Step 3, and for each entity and sole proprietor disclosed in Step 1.

Please provide the name of the person or entity for which responses are provided: 					

	1. Within the previous ten years, have you had debarment from contracting with any governmental entity?
	|_| Yes   |_| No

	2. Within the previous ten years, have you had any professional licensure discipline?
	|_| Yes   |_| No

	3. Within the previous ten years, have you had any bankruptcies?
	|_| Yes   |_| No

	4. Within the previous ten years, have you had any adverse civil judgments and administrative findings?
	|_| Yes   |_| No

	5. Within the previous ten years, have you had any criminal felony convictions?
	|_| Yes   |_| No


If you answered “Yes”, please provide a detailed explanation that includes, but is not limited to the name, State agency or university, and position title of each individual and descriptive information regarding the nature of the debarment and/or legal proceeding.



Step 8
Disclosure of Current and Pending Contracts
Complete only if bid, offer, or contract has an annual value over $25,000
Subcontractors with subcontract annual value of more than $50,000 must complete

[bookmark: Check89][bookmark: Check90]If you selected Option 1, 2, 3, 4 or 6 in Step 1, do you have any contracts, pending contracts, bids, proposals, or other ongoing procurement relationships with State of Illinois agencies or universities?   |_|Yes   |_| No

If “Yes”, please specify below.  Attach an additional page in the same format as provided below, if desired.

	Agency/University
	Project Title
	Status
	Value
	Contract Reference/P.O./ Bulletin #

	
	
	
	
	

	
	
	
	
	



Please explain the procurement relationship:  										



Step 9
Sign the Disclosure
All vendors must complete regardless of annual bid, offer, or contract value
Subcontractors with subcontract annual value of more than $50,000 must complete


This disclosure is signed and made under penalty of perjury by an authorized officer or employee on behalf of the Offeror pursuant to Sections 50-13 and 50-35 of the Illinois Procurement Code.  This disclosure information is submitted on behalf of:


Name of Disclosing Entity:  											

Signature:  								Date:  					

Printed Name:  													

Title:  														

Phone Number:  												

Email Address:  													
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[bookmark: _Toc407026894]Attachment JJ – Taxpayer Identification Number

I certify that:

The number shown on this form is my correct taxpayer identification number (or I am waiting for a number to be issued to me), and

I am not subject to backup withholding because: (a) I am exempt from backup withholding, or (b) I have not been notified by the Internal Revenue Service (IRS) that I am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has notified me that I am no longer subject to backup withholding, and

I am a U.S. person (including a U.S. resident alien).

1 If you are an individual, enter your name and SSN as it appears on your Social Security Card.

2 If you are a sole proprietor, enter the owner’s name on the name line followed by the name of the business and the owner’s SSN or EIN.

3 If you are a single-member LLC that is disregarded as an entity separate from its owner, enter the owner’s name on the name line and the D/B/A on the business name line and enter the owner’s SSN or EIN.

4 If the LLC is a corporation or partnership, enter the entity’s business name and EIN and for corporations, attach IRS acceptance letter (CP261 or CP277).

5 For all other entities, enter the name of the entity as used to apply for the entity’s EIN and the EIN.

Name:  												

Business Name:  											

Taxpayer Identification Number:

Social Security Number:  									
	or
Employer Identification Number: 								


Legal Status (check one):

[bookmark: Check99][bookmark: Check106]|_| Individual					|_| Governmental
[bookmark: Check100][bookmark: Check107]|_| Sole Proprietor				|_| Nonresident alien
[bookmark: Check101][bookmark: Check108]|_| Partnership					|_| Estate or trust
[bookmark: Check102][bookmark: Check109]|_| Legal Services Corporation			|_| Pharmacy (Non-Corp.)
[bookmark: Check103][bookmark: Check110]|_| Tax-exempt					|_| Pharmacy/Funeral Home/Cemetery (Corp.)
[bookmark: Check104][bookmark: Check111]|_| Corporation providing or billing		|_| Limited Liability Company
	medical and/or health care services 	(select applicable tax classification)
[bookmark: Check105][bookmark: Check112]|_| Corporation NOT providing or billing	|_| D = disregarded entity
[bookmark: Check113] 	medical and/or health care services	|_| C = corporation
[bookmark: Check114]				|_| P = partnership

Attachment KK – Sample Non-Disclosure Agreement

THIS MUTUAL NON-DISCLOSURE AGREEMENT is made and entered into as of (insert date) between (vendor name) located at  (vendor address) and the Board of Trustees of Western Illinois University, located at One University Circle, Macomb, IL..
Purpose.  The parties wish to explore a business opportunity of mutual interest and in connection with this opportunity, each party may disclose to the other party certain confidential technical and business information which the disclosing party desires the receiving party to treat as confidential.
"Confidential Information" means any information disclosed by either party to the other party, either directly or indirectly, in writing, orally or by inspection of tangible objects, including without limitation documents, samples, plant and equipment, research, product plans, products, services, customer lists, software, developments, processes, designs, drawings, hardware configuration, marketing materials or finances, which is designated as "Confidential," "Proprietary" or some similar designation. Information communicated orally shall be considered Confidential Information if such information is confirmed in writing as being Confidential Information within a reasonable time after the initial disclosure.  Confidential Information may also include information disclosed to a disclosing party by third parties.  Confidential Information shall not, however, include any information which (i) was publicly known and made generally available in the public domain prior to the time of disclosure by the disclosing party; (ii) becomes publicly known and made generally available after disclosure by the disclosing party to the receiving party through no action or inaction of the receiving party; (iii) is already in the possession of the receiving party at the time of disclosure by the disclosing party as shown by the receiving party's files and records immediately prior to the time of disclosure; (iv) is obtained by the receiving party from a third party without a breach of such third party's obligations of confidentiality; (v) is independently developed by the receiving party without use of or reference to the disclosing party's Confidential Information, as shown by documents and other competent evidence in the receiving party's possession; or (vi) is required by law to be disclosed by the receiving party, provided that the receiving party gives the disclosing party prompt written notice of such requirement prior to such disclosure and assistance in obtaining an order protecting the information from public disclosure.
Non-use and Non-disclosure.  Each party shall not use the Confidential Information of the other party for any purpose except to evaluate and engage in discussions concerning a potential business relationship between the parties.  Neither party shall disclose any Confidential Information of the other party to third parties.  If any party makes copies of the Confidential Information of the other party, such copies shall also constitute Confidential Information and any and all confidential markings on such documents shall be maintained.  Neither party shall reverse engineer, disassemble or decompile any prototypes, software or other tangible objects which embody the other party's Confidential Information and which are provided to the party hereunder.
Maintenance of Confidentiality.  Each party shall take reasonable measures to protect the secrecy of and avoid disclosure and unauthorized use of the Confidential Information of the other party.  Without limiting the foregoing, each party shall take at least those measures that it takes to protect its own most highly confidential information, and shall promptly notify the disclosing party of any misuse or misappropriation of Confidential Information of which it becomes aware.  Each party shall disclose Confidential Information only to those officers, directors, employees and contractors who are required to have the information in order to evaluate or engage in discussions concerning the contemplated business relationship, and such party shall remain responsible for compliance with the terms of this Agreement by its officers, directors, employees and contractors. 
 No Obligation.  Nothing herein shall obligate either party to proceed with any transaction between them, and each party reserves the right, in its sole discretion, to terminate the discussions contemplated by this Agreement concerning the business opportunity.
 No Warranty.  ALL CONFIDENTIAL INFORMATION IS PROVIDED "AS IS."  NEITHER PARTY MAKES ANY WARRANTIES, EXPRESS, IMPLIED OR OTHERWISE, REGARDING ITS ACCURACY, COMPLETENESS OR PERFORMANCE. 
Return of Materials.  All documents and other tangible objects containing or representing Confidential Information which have been disclosed by either party to the other party, and all copies thereof which are in the possession of the other party, shall be and remain the property of the disclosing party and shall be promptly returned to the disclosing party upon the disclosing party's written request.
No License.  Nothing in this Agreement is intended to grant any rights to either party under any patent, mask work right or copyright of the other party, nor shall this Agreement grant any party any rights in or to the Confidential Information of the other party except as expressly set forth herein.
Term.  The obligations of each receiving party hereunder shall survive for a period of three years after the disclosure of the Confidential Information or until such time as all Confidential Information of the other party disclosed hereunder becomes publicly known and made generally available through no action or inaction of the receiving party, whichever is earlier.
Remedies.  Each party agrees that any violation or threatened violation of this Agreement may cause irreparable injury to the other party, entitling the other party to seek injunctive relief in addition to all legal remedies.
Miscellaneous.  Neither party may assign its rights or obligations under this Agreement without the prior written consent of the other party.  Any attempted assignment in violation of this Section 11 will be null and void.  This Agreement shall be governed by the laws of the State of Illinois, without reference to conflict of laws principles.  This document contains the entire agreement between the parties with respect to the subject matter hereof, and neither party shall have any obligation, express or implied by law, with respect to trade secret or proprietary information of the other party except as set forth herein. The invalidity or unenforceability of any provision of this Agreement, or any of its terms or provisions, will not affect the validity of this Agreement as a whole, which will at all times remain in full force and effect.  A failure to enforce any provision of this Agreement will not constitute a waiver thereof or of any other provision.  This Agreement may not be amended, nor any obligation waived, except by a writing signed by both parties hereto.  Any notices required to be given under this agreement shall be deemed given upon the earlier of receipt of five (5) days after mailing by certified mail, return receipt requested, or hand delivery by messenger or express service, to the addresses stated on the first page, or to such other address as the either party may specify to the other in writing form time to time.

(Vendor Name)							Board of Trustees of Western Illinois University

By: 								By: 					
Name: 								Name: 					
Title: 	President						Title: 					
Date:  								Date:  					
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